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can be delivered and provisioned rapidly with minimum

Abstract—Cloud computing exhibits a remarkable potential
to offer cost-effective and more flexible services on-demand to
the customers over the network. It dynamically increases the
capabilities of the organization without training new people,
investment in new infrastructure or licensing new software.
Cloud computing has grown dramatically in the last few years
due to the scalability of resources and appear as a fast-growing
segment of the IT industry. The dynamic and scalable nature of
cloud computing creates security challenges in their
management by examining policy failure or malicious activity.
In this paper, we examine the detailed design of cloud
computing architecture in which deployment models, service
models, cloud components, and cloud security are explored.
Furthermore, this study identifies the security challenges in
cloud computing during the transfer of data into the cloud and
provides a viable solution to address the potential threats. The
task of Trusted Third Party (TTP) is introducing that ensure
the sufficient security characteristics in the cloud computing.
The security solution using the cryptography is specifically as
the Public Key Infrastructure (PKI) that operates with
Single-Sign-On (SSO) and Lightweight Directory Access
Protocol (LDAP) which ensure the integrity, confidentiality,
availability, and authenticity involved in communications and
data.
Keywords—Cloud computing; deployment models; service
models; cloud security; trusted third party; cryptography

I.

INTRODUCTION

managerial interaction [4].
The cloud is the collection of virtualized and
inter-connected computers that consists of parallel and
distributed systems which can be dynamically presented and
provisioned the computing resources based on some Service
Level Agreements (SLA) that is established by the settlement
between the customers and service provider [5]. Many
companies like Microsoft, Google, Amazon, IBM, etc.
developed the cloud computing systems and provide a large
amount of customers by enhancing their services [6].
Moreover, there are significant barriers to adopting cloud
computing like security issue regarding the privacy,
compliance and legal matters because it is relatively new
computing model having a great deal of the uncertainty
regarding the security of all levels such as host, network, data
levels, and application can be accomplished [7]. The
increment in the adoption of cloud computing and the market

Cloud computing extends the information technology

maturity is growing steadily because the service providers

capabilities by increasing the capacity and adds abilities

ensure the complex security level, compliance and

dynamically without investing on large and expensive

regulatory. In part this growth, the cloud services will deliver

infrastructure, licensing software, or training new personals.

the increased flexibility and cost savings [10].

Among the several benefits, cloud computing provides a

This research explains the overview of cloud computing

more flexible way to access the storage and computation

architecture as: 1) cloud deployment models; 2) cloud service

resources on demand. In the last few years, different business

model; 3) cloud basic characteristics; 4) cloud security.

companies increasingly understand that by tapping the cloud

Security concerns of different companies with the growing

resources and gaining fast access, they are able to reduce their

importance of cloud resources are taking into account when

initial business cost by paying only the resources they used

the data migrate to the modernize cloud systems, advances in

rather than the need of potentially large investment (owning

business needs and the impact of services offered by the

and maintenance) on infrastructure. [1]-[3]. Cloud computing

different organizations to increase the market. The suggested

is explained by National Institute of Standard and

solution to the horizontal level services which are available

Technology (NIST). It is a model to enable convenient,

for the concerned entities that basically maintain trust to

ubiquitous and on-demand network access that is the

realize the security mesh. Public Key Infrastructure (PKI)

configurable computing resources to shared resources which

operates with Single-Sign-On (SSO) and Lightweight
Directory Access Protocol (LDAP) and is utilized to securely
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authenticate and identify the concerned entities.
II. CLOUD

1) Public Cloud: A public cloud represents the cloud

COMPUTING

ARCHITECTURE

hosting and owned by the service provider whereby the client
and resource provider have service level agreement [4], [13].

NIST is responsible for providing security in the cloud

Microsoft, Google, Amazon, VMware, IBM, Sun and Rack

computing environment and developing standards and

space are some examples of cloud service provider. The

guidelines which shows a valuable contribution that offers a

platform is designed in the form of generalized computing

better understanding of cloud services and computing

that holds the generic type of customer demand. It contains

technologies [2], [12]. Cloud computing architecture

some concerns over privacy, data access and security for

summarize as the four deployment models: public cloud,

customers because it is outside the firewall. It is less secure

private cloud, community cloud, and the hybrid cloud. The

than the other deployment models and suited for a small and

deployment models represent the way that the computing

medium business that may not have to configure servers and

infrastructure delivers the cloud services can be employed.

purchase capital resources.

The three cloud service models or delivery models are
available for the customer: Infrastructure as a Service (IaaS),

2) Private Cloud: The cloud infrastructure is managed

Platform as a Service (PaaS), and Software as a Service

and maintained by the single organization that compromises

(SaaS). There are different levels of security required for

multiple customers. If any organization set up their own

these service models in the cloud environment. The wide

private cloud and recently create their own servers having

range of services considered in cloud basic characteristic

physical hardware servers that put virtualization layer top on

layer that can be used all over the internet. The cloud security

them then they would make resources available only

is the very important and complex task when the data transfer

internally. So, their application can deploy to their own

or shared resources to the cloud within the client-server

physical control server, they don’t need to go Microsoft or

architecture. The architecture of cloud computing is shown in

Amazon servers. They will set up their own infrastructure. It

Fig. 1 and details are discussed as follows:

can ensure the physical security and more secure as compared
to the public cloud because of its specific internal exposure.
Private cloud is the only access to operate by the designated
stakeholder and organization.

3) Hybrid Cloud: Hybrid cloud is referred as the
combination of two or more cloud deployment models that
can be either public, private or community clouds which
remain the unique entities but are bound together [15]. The
Fig 1: Cloud Computing Models

importance of hybrid cloud usually offers extra resources

The cloud computing model has three deployment models

when the high demand from the customer and for instance it

that can be particularly used to represent the cloud service

is enabled to migrate some computation jobs from private to

models and it explains the nature and purpose of the cloud.

public cloud. It is well organized and allows different entities

The deployment models can be shown in Fig. 2 and classified

to access data over the internet because it offers more secure

as follows:

control of the applications and data. Hybrid cloud gets more
popularity and became a dominant model. The main reason is
that it has the ability to take advantage of cost-saving,
scalability in elasticity that public cloud may provide, allow
control flexibility when it needed.

Fig. 2.Cloud deployment models.

4) Community Cloud: Community cloud is referred as
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the organizations shared its cloud infrastructure among the

enterprises [33]. Customers need to ensure the quality of

customers having similar interest or concerns like a policy,

service and security of the data in the cloud. The security

the security requirements, and mission and compliance

concerns about storage are data leakage, BYOD (Bring Your

consideration. We say that the several organizations or a third

Own

party are operated, controlled, shared and handled the

management.

Data),

snooping,

cloud

credentials

and

key

resources of community cloud [16]. In case of the third party
like Siemens have IT services and solutions that set up a
media cloud for the media industry.

2) Cloud Infrastructure Security: Cloud computing
enabling the distributed workforce and provides many
benefits for the customers but it is essential to learn how to

III.

Cloud Security

Cloud security is the set of control-based

operate the cloud infrastructure that ensures and verify the
policies,

secure

deployment

of

services,

storage

of

data,

compliance and technologies designed to deploy the

communication and safe operation through administration

protection of applications, data and infrastructure

[21]. With the rapid adoption of cloud services, the concerns

associated with the cloud. Cloud is used by more

(privacy, security and reliability) have emerged as potential

organizations and associated providers for operating data

barriers. Information security professionals usually define

have become the priority to contract for proper security

the security guideline, rules and practice of cloud

and potentially vulnerable areas. Cloud computing

infrastructure of the organization at the application, host and

security is the major concerns when shared resources,

network levels.

access control, privacy and identity management needs
[32]. Some of the concerns are discussed as follows:

3) Software Security: The cloud provider required to
protect their applications or software from internal and

 The data store in the cloud can be deliberately disclosed
by the cloud providers, employees and its contractors.

external thread throughout from design to production in their
entire life cycle [34]. It is important to define the security

 Cloud-based data may be incorrectly modified and

process and policies about the software that enables the

vulnerable to delete (lost accidentally) by the service

business instead of introducing other risk and it poses

provider.

challenges for the customers and the cloud provider.

 In the public network, the data may be possibly

Software security can be handled or defeat by implementing

accessible through the insecure APIs and protocols.

bugs, design flaws, buffer overflow, error handling

 The resources in the cloud are typically shared with

agreements.

different tenants that may be attacked.
Although, the security of data is in-fact challenging when

4) Cloud Network Security: A cloud service provider has

data transfer to the cloud. This section briefly discusses the

the responsibility to allow the only valid network traffic and

security concerns as follows:

block all malicious traffic. Cloud providers are not shared the
internal network infrastructure like the access routers and

1) Cloud Storage Security: The popularity and adoption

switches employ to connect cloud VMs to the provider

of cloud storage is rising that produce many security

network. The customer concerned on internal network

challenges for the cloud providers as well as for the

attacks which include 1) leakage of confidential data; 2)

customers. IT experts to warn that every kind of technologies

unauthorized modification; and 3) denial of service or

even virtual or physical, it contains inherent risks when using

availability. Network security has concerns from both

file-sharing applications and cloud storage. Customers store

internal and external attacks because the attacker may legally

their data in the cloud have no longer owns the data because it

authorize from another part of the network and attack can

will transfer through the third party that means the privacy

occur either physical or virtual network [34].

setting of data is beyond the control of service provider or
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IV.

SECURITY

CHALLENGES

IN

CLOUD

COMPUTING

owner of data outsource his data; and 3) auditor who ensures
the data integrity. The auditor may be the owner of data or he
can assign responsibility to a third party [40]. The process of

The applications of cloud services are operating in the

data integrity scheme defined as in two phases and is shown

cloud computing infrastructures by using the internet or

in

Fig. 4. The pre-processing phase includes the

internal network. The concept of trust in the organization can

pre-processed data and generated some additional metadata.

be referred as the customers assure the capabilities of the

The verification of proof done by the auditor that ensures the

organization that it provides the required services reliably

data integrity is intact.

and accurately. Trust in cloud computing environment based
on the selected cloud deployment models in which the
applications are delegated and outsourced to the control of
the owner. Trust has required an efficient and effective
security policy in the traditional architecture that addressed
the functional constraints and flows between them [35], [36].
It is believed that transfer of data or any association of
organization or systems to the outside organization that
opening a way to gain unauthorized access to the information
resources [37].
Fig. 3. Data integrity scheme.
These major security aspects are required to secure the

The timely identification of any data deletion or

data, hardware and software resources. Furthermore,

corruption by using the data integrity scheme and takes

discusses the Trusted Third Party (TTP) in the cloud

necessary measures for the recovery of data. The data

computing

integrity scheme contains some design challenges in the

environment

through

enabling

trust

and

cryptography [38]. The cryptography is used to ensure the

cloud that are discussed as follows:

authenticity, confidentiality and integrity of data by trying to
address the specific security vulnerabilities. Third parties or

1) Computation eficiency: In data integrity scheme, the

Cloud providers exhibit the trust of customers with specific

data can be pre-processed before outsource into the cloud

quality, operational and ethical characteristics, and it

storage server. The generation of metadata from original data

comprises the minimal risk factor acknowledgment. TTP in

similar to the cloud storage server. In the server end, the

the IS which is offering scalable end-to-end security services

computation cost of the proof of possession limits on how

that depend on the standards and suitable in separate

regularly the customer can verify or ensure the outsourced

administrative

data integrity. Data integrity scheme used primitives as

domains,

specialization

sectors,

and

geographical areas. The security challenges of cloud

metadata that also effects on the computation time.

computing infrastructure that can be considered in detail as
follows:

2) Communication efficiency: The communication

A. Integrity

efficiency can be described three major aspects in the

Data integrity in cloud computing is the preservation of

data integrity scheme: 1) data owner have challenge

data that is stored in cloud server to verify the data is not

request for the proof of possession; 2) the challenge

modified or lost by employing the services of the third party.

response from the cloud storage server for the

Organizations can achieve more confidence to prevent

verification of possession; and overhead occur during

system and data integrity from unauthorized access [39].

the initial transfer of data along the metadata. The

The data integrity involves the three main entities: 1) a

metadata utilized the primitives have effects on the

cloud storage provider to whom outsourced the data; 2)

communication cost. Algebraic signatures offer the
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communication efficiency by using the low network

technique.

bandwidth during response time and challenge request
[41]. The size of response and challenge is usually small

The data integrity schemes may find difficult or fail to

by using the Hill cipher and offering the efficient

identify the data corruption timely that consequences an

communication.

unrecoverable damage. The cloud provider ensured to
maintain data accuracy and integrity. The cloud computing

3) Reduced disk I/O: The overhead in metadata access

models explain numerous threats containing the sophisticated

and block access for the generation of proof on the cloud

insider attack on the data attributes. Software integrity

storage server have derived the efficiency of disk I/O in the

protects the software from the unauthorized modification by

data integrity scheme. For the purpose of generating proof to

intentionally or unintentionally.

access all blocks that impact on the efficiency of the data
integrity scheme and scheme become impractical for

B. Confidentiality

employing large datasets. The overall efficiency of disk I/O
Confidentiality refers to keeping the customer’s data

can influence on following parameters [42], [43].

secret in the cloud computing system and only the authorized
 The size of the disk in data integrity scheme either

customers or systems can able to access the data [49]. Cloud

employs variable length block size or fixed. The size of

computing provides (e.g. applications and its infrastructures)

the block is small, then the larger the blocks in the file

are basically in the public clouds have more threads on the

that will influence the preprocessing time in metadata

systems or applications are exposed as compare the hosted in

tags generation for all blocks.

the private data centers. So, it is the fundamental requirement

 Due to the variable length of data/metadata that cannot

to keep the customer data secret ever the increasing number

be accessed directly a particular block index. It will

of applications, customers and devices involved. They create

impact on the disk I/O to increases the process of

a VPN connection among the enterprise customers and

verification, so the time increases of generating a proof.

Vertica to the cloud instance and firewall is set for the outside

 The parameter challenge in a number of blocks has an

world. Confidentiality is also enhancing by encrypted the

influence on both the I/O cost and computation cost.

data before transfer into cloud storage and TC3 is

The large blocks in a challenge that leads in proof

successfully employed in this approach. Numerous concerns

generating time increased.

arises regarding the issues of application security and
privacy, multi-tenancy, and data remanence [51].

4) Security: The concerns while designing the data
integrity schemes because they are vulnerable to different

1) Multi-Tenancy:

Multi-tenancy

refers

to

the

attacks [44]-[46]. The possible attacks against the schemes

characteristics of cloud resources that shared including the

are discussed as follows:

data, memory, networks and programs. Cloud computing is
like the business model where the multiple customers can

 The tag forgery attack is possible through malicious

access same shared resources at the application level, host

cloud storage provider that tries to hide the data damage

level, and network level. Multi-tenancy is similar to

of customers and avoid the auditing challenge.

multi-tasking that shares some common processing resources

 The pollution attack defines the correct data is
employed by the dishonest server in the generation of

like CPU and it present number of confidentiality and privacy
threats.

response against a challenge but it offers corrupted or
useless blocks in repair phase.

2) Data Remanence: The data is represented in residual

In the data leak attack, the extraction of stored data by the

that can be unintentionally removed or erased due to the lack

attacker during the proofing protocol with wiretapping

of hardware separation among different customers and
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virtual separation of the logical drives on a single cloud

software, devices and memory. The electronic authentication

infrastructure, it may lead the unintentionally disclose the

established the confidence of customer identities. The

private data.

possibilities of unauthorized access by the use of vulnerable
applications or weak identification that create the issue of

3) Application

Security

and

Privacy:

Data

data privacy and confidentiality.

confidentiality is associated with the user authentication. To
protect the customer’s account from hackers is a large
problem of controlling the access of the objects including
problem of controlling the access of the objects including
software, devices and memory. The electronic authentication
established

the

confidence

of

customer

D. Trusted Third Party (TTP)

identitiesThe

possibilities of unauthorized access by the use of vulnerable

Trusted third party in cryptography helps to facilitate the

applications or weak identification that create the issue of data

interaction among the two parties and reviews all crucial

privacy and confidentiality.

operations among them. The cloud computing environment
required the TTP services that exhibits to establish the

C. Availability

essential trust level and offers an ideal solution to maintain

Availability in cloud computing including applications and
its infrastructure is to ensure that the authorized customers
can access the property of system at all time on demand.
Cloud computing models (IaaS, PaaS and SaaS) allows its

the

authenticity,

integrity

and

confidentiality

of

communication and data. TTP can produce the trusted
security domain with the specifically addresses the loss or
missing of the traditional security boundary. It is an

customers to access the services and applications from

impartial organization which delivers the confidence of

anyplace at any time. Vendors of cloud computing offers the

business by technical and commercial security features to

cloud platform and infrastructure that is based on VM. The
Amazon web services offer S3, EC2 that is based on VM
called Skytap and Xen provides virtual lab management
application depends on the hypervisor (Xen, VMware and
Microsoft Hyper-V).

electronic transactions [38]. Lightweight directory access
protocol has become the vital protocol that supports to
access PKI directory services for the Certificate Revocation
List (CRL) and employed by web services for the
authentication [55]. PKI is coupled with directory can be
utilized to distribute: 1) certificate status information

The objectives of distributed system security are as
follows:

(CRL); 2) application certificate such as end-user certificate
need to obtain using email before the transfer of encrypted
message; and 3) private key, If the users do not use similar




To ensure the data confidentiality among the

machine every day then the portability is needed in the

participating systems.

environment. The directory contains the encrypted secret or

When add or remove resources on a physical level then

private key are decrypted using the password given by

maintain the exactly same security level.

customer at the remote workstation.



The TTP can depend on following methods are defined


To ensure the availability of data or systems
communicated among the participating systems.



as follows:
1) Client-Server Authentication: The certification

The integrity of data or systems is maintained by

authority needs to verify the entities or systems that are

preventing any modification or loss from unauthorized

involved in interaction with the cloud computing

access

environment which includes to certifying virtual servers,

between

communicated.

the

participating

systems

network

devices,

environment

users,

and physical

infrastructure servers. The certification authority of PKI
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develops the required strong credentials for the virtual or

transfer to the cloud. Most of the identified threats can be

physical entities that are involved in cloud and security

address by the combination of SSO, LDAP and PKI in cloud

domain are build with specific boundaries. The availability

computing that is dealing with the authenticity, availability,

of

distributed

integrity and confidentiality in communication or data. This

environments is the digital signature that is the combination

research can be further analyzed in future to improve the

of Ldap and SSO which ensure the user flexibility and

quality and availability of services that brings the attraction

mobility [56]. The authentication of customers is performed

of the customers toward the deployment of cloud computing

transparently and automatically to other devices or servers

and develop more customer’s trust to the TTP. Also,

over the network by signing private key.

developing a framework of complete security and privacy

strongest

authentication

process

in

2) Low or high-level confidentiality: Transmission of
data across the network is a challenge due to its

trust evaluation management system is a part of cloud
computing services which satisfies the security demands.

continuously rising the threats of data interruption or
modification. Due to the deficiency in traditional physical
connection, the complexity increases in cloud computing
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