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Abstract— In this paper, a Fuzzy based detection system
that detects different MANETs attacks is proposed. The
proposed system makes use of cluster based architecture
to properly organize the nodes in the network. The
proposed system use concept of anomaly detection and
misuse detection that is based on fuzzy rule sets. The
proposed system also makes use of Multilayer Perceptron
Neural Network. The Back propagation Neural Network
and Feed Forward Neural Network are used to add the
results of detection and show the different types of
attackers. Advanced Sybil Attack Detection Algorithm is
used for the detection of Sybil attack, Wormhole
Resistant Hybrid Technique is used for detection of
wormhole attack while signal strength and distance is
used for detection of hello flood attack. A set of nodes are
used for the experimental analysis; 16.54% of the nodes
are detected as misbehaving nodes. Hello flood attack is
detected at a rate of 98.70%; wormhole attack has a
detection rate of 97. 60%; and Sybil attack has a
detection rate of 97. 20%.
Keywords: Fuzzy, MANET, Multilayer Perceptron Neural
Network, Back propagation Neural Network, Feed
Forward Neural Network, Intrusion Detection, Sybil, Hello
flood, wormhole.
1.INTRODUCTION
Mobile ad-hoc network (MANET) is an IP based
infrastructureless network of wireless machine and mobile
nodes connected with radio. In operation of MANET, the
nodes do not have a centralized mechanism of
administration. MANET is also known for its properties of
routeable network in which each node perform job of a
“router” so as to forward traffic to other nodes in the network.
Figure 1 shows the structre of MANET. The security of
MANET is one of the research issue and in the past a large
number of intrusion detection techniques have been develop
for different types of attacks. In this paper we focus on
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detection of Wormhole, Hello flooding, and Sybil attack in
MANET.[1,3,7,8]

Figure 1: MANET
Numerous researchers have examined a module of hybrid
module based on the merits of the both misuse detection and
anomaly detection. The hybrid detection policy can
recognize attacks with the highestcorrectness of the misuse
detection and highest detection rate of anomaly detection. In
this paper, we propose a fuzzy based Intrusion Detection
System that utilizes a Multilayer Perceptron Neural Network
(MPNN), which contains a feed forward neural network
(FFNN) and back propagation neural networks (BPNN)to
detect the Wormhole, Hello flooding,and Sybil attack with
lower false alarm and greater detection ratio. [2,5,6,24]
FUZZY BASED HYBRID INTRUSION
DETECTION SYSTEM
The proposed work of this paper aims for detecting
Wormhole, Hello flooding, and Sybil attack in the Mobile
ad-hoc network by using the hybrid Intrusion Detection
System. The proposed work utilize fuzzy rules to identify the
attackers of different types. Intrusion Detection System
makes use of the benefits of both misuse detection and
anomaly detection models for the detection of the Wormhole,
Hello flooding, and Sybil attacks. The proposed Intrusion
Detection System can obtain a greater detection
rate and low positive rate. The proposed system can find and
include new instances by the machine learning strategy of
MPNN through practically when it undergoes about the
unknown attacks. Intrusion Detection System proposed in
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this research, contains FFNN and the BPNN as two
important elements as shown in Figure 2. [2,16,19,18]
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neighboring nodes identify the data transmission path by
utilizing the ranging-enabled scheme through hello packets.
The data packets use RSSI signal; if they cross predefined
range, then they have possibilities of getting affected by the
malicious nodes due to weaker signal. So, the proposed work
include the ranging estimation scheme in which each packet
contain PHY header with certain bit called as the ranging
bit.[9,10,12]
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The next phase of proposed detection system make use of the
concept of each node developing the table that compre locally
calculated ranging estimation. First proposed detection
n
system calculates the distance d ab
from the every other
neighboring node.[22]
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Figure 2: Proposed Intrusion Detection System
Intrusion Detection System first identify the data packets as
abnormal or normal by making use of anomaly detection
block. Different types of attacks are detected by misuse
detection block covering the abnormal data packets. The
output of the both detection blocks are combined making use
of MPNN along with the fuzzy block. [11]
The anomaly detection model identify data packet as
abnormal in the network once existing performance changes
from that of normal. As a result, the anomaly detection
normally recognizes the transmission along with abnormal
data packets transmission which classify the erroneous nodes
in the network. [23,18]
2.1 SYBIL ATTACK DETECTION
The Sybil attacker can get identities by either constructed
identities (like creating arbitrary identifier) or by using
identities that are stolen. The proposed detection mechanism
detect new identity created by a Sybil attacker. The attacker
joins the MANET with single identity and nodes do not vary
their transmit power. Figure 3 shows a scenario of Sybil
attack in MANET.
The Sybil attack is identified by making use of fuzzification
method along with MPNN. The procedure is utilized for
separating legitimate and Sybil node having the maximum
mobility through the process of verification. The Intrusion
Detection System stores RSSI value of every node in the table
along with the time period. The system analyzesthis RSSI
value to check whether first RSSI value stored is less than the
threshold value or not. If it is not, Intrusion Detection
Systeminclude node in attacker list along with updating its
neighbor’s list. [4]
The proposed Sybil detection method is combined with rule
based anomaly detection module which utilizes fuzzy rules
set so as to distinguish data units as either normalities or
anomalies. If the fuzzy rules used by the proposed system are
satisfied an anomaly is announced. The Sybil attack
detection complies following processes: In this first process,

Figure 3: Sybil node detection analysis
n
Let d ab
represents detected distance between node

na

and

nb as computed by the node na . The distance detection
e
error is indicated as e error units. The d ab
represent the
exact distance between the node na and the
node nb .Therefore,
<
<
represent
average for each node na , nb .
node

In the next process each node in the MANET executes
multiple distance matching verification. Node

na equates

the ranging measurements of each pair of nodes

na

nb ,signified
all b, c  a , 1  b
and

in neighbor node list, i.e. for

If

(1)

The above rules indicate that if node
nodes represented by

nb and nc

na determines that

two

have a distance difference

smaller than e quadratic metric units, then a Sybil attack is
active. This node is identified and blacklisted. This could
produce a false positive value in the fuzzy table.The third
process of the proposed Sybil detection algorithm is a
repeating process in which each node performs circular
based Sybil attack detection which is further based on fuzzy
rules along with a neural network.
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2.2 DETECTION OF WORMHOLE ATTACK
For identifying wormhole attack, we use the Wormhole
Resistant Hybrid Technique (WRHT) with Fuzzification
method and MPNN. WRHT; a hybrid method based on
Delphi and watchdog. The wormhole attack is shown in
figure 4.

For minimizing the overhead of the communicationof the
data packets, we consider the clustered based Mobile ad-hoc
network. This is based on distance and RSS of the elected
cluster head nodes. The following equation is used for
estimating the distance:
Dist = sqrt[sq(x2-x1) + sq(y2-y1)]

(6)

In this equation (x1,y1) represent coordinates of the location
of the destination node while (x2,y2) represent CH location
coordinates attained through advertising HELLO
packet.Receiving nodes in the network calculate TRSS, RSS
threshold value, corresponding to each node radio range in
MANET.Each node joins a CH if
(RSS <TRSS) && (Distance<TDIST)

(7)

Figure 4: Wormhole tunnel
WRHT use drop of packetsinformationalong with each hop
delay for wholenetwork route. WRHT allows source node to
calculate the wormhole presence probability (WPPp)of given
path along with information of HC. Wormhole calculating is
done by:
TDPT = TDPREQ + TDPREP

(2)

where, TDPREQ represent RREQ time delay probability.
TDPREP represent RREP time delay probability
(TDPP) = 1 - (

))

(3)

where, TDPjrepresent node j time delay probability.
(PLPP) = 1 - (

))

(4)

where, PLPjrepresent node j packet loss probability.
As two events are not mutually exclusive, the wormhole
presence probability (WPPp) is defined as:
WPPp= {TDPP + PLPP – (TDPP and PLPP)}

(5)

Calculated values of above equations are moved to FFNN.
The fuzzy uses both anomaly and misuse detectors in order to
estimate wormhole attack and malicious nodes are
blacklisted.[13,14,20]
2.3 DETECTION OF HELLO FLOOD ATTACK
In hello flood attack malicious node disseminates hello
packets with the help of a more powerful transceiver as
compared to other nodes as shown in figure 5

Figure 5: HELLO flood attack

Node RSS and distance with threshold values are moved to
the FFNN. The fuzzy based detector module make use of
anomaly and misuse detectors for detecting Hello flood
attack in the Intrusion Detection System.
Intrusion Detection Systemmake use of fuzzy based MPNN,
which contsist of the FFNN and BPNN of supervised
learning approach so as to identify the three
attackers.[15,17,21]
3. DETECTION OF MALICIOUS NODES
This paper consider a clustered based Mobile ad-hoc
network. The data data packets must demonstrate common
patterns for the normal node behavior for the purpose of
supervising the data packets. The paper make use of fuzzy
rule based analysis in order to utilize development of the
anomaly detection scheme, and such representing rules are
determined by experts. The model of workflow is explained
in the following three steps represented below:
Process 1: Evaluates the history of completetransmission of
data packet. The data packets moving through the control
nodeare forwarded to heads and further to the MPNN and
subsequentlyto FFNN. Therefore, the previous data packets
are classified into two types such as abnormal and normal.
Process 2: Intrusion Detection Systemin this phase select
appropriate feature set, so as to look for recognition of key
elements used to separate abnormal and normal packets.
Process3:this phase establishes rules for anomaly intrusion
detection. Depending on resolution for the data packet, it
selects best features so that fuzzy based rules are generated.
Afterward, BPNN along with rule sets are deposited in the
knowledge base.
The proposed research methodology try to find out the
corresponding relationship between both input as well as
output variables matching with corresponding weight. This
is used to minimize the error rate occurring due to the
interface for finding the highest accuracy. Therefore,
proposed fuzzy based methodology along with MPNN,
FFNN, and BPNN are used for obtaintaing maximum
correctness level for the detection of attacks. In this paper, a
MPNN is developed for the purpose of detection strategy
mechanism of the proposed detection systemwith a hidden
layer, input layer and an output layer. In this FFNN process,
the determination of performance parameters and the error
rate is done by application of the following formula
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eri  di  ai
In this equation,

(8)

di and ai denotes desired output and actual

output respectively which is the result produced by MPNN.
In the process of back propagation, MLP propagate the rate
of error or signal in the network. As the proposed
methodology in this paper, integrate anomaly and misuse
detection schemes, we make use of abnormal packets as the
input layer which are found by anomaly detection scheme.
Before the training data is forwarded to BPNN, this data is
converted into analike form of BPNN. The data packets are
converted into a binary stream value so as to BPNN which is
kept at 0.1 to 1.0. The actual ratio of the learning is found
from the simulation. Additionally, the values from the range
of 0 to 1 are used as biases and weights. After training data
are combined into BPNN, actual output results are obtained
through mechanism of the FFNN.
The rectification and error value of output and hidden layers
are assessed through the process of back propagation in
MPNN. The anomaly detection scheme is used to identify the
whole abnormal packets for the further verification, it is
further forwarded to the scheme of misuse detection. It
applies pre-processing step for the purpose of coverting
abnormal packets to a binary. This binary value is forwarded
to the scheme of misuse detection for the purpose of
estimating the output value. The outcome is distributed to
fuzzy module along with MPNN model so as to obtain best
integration.
The proposed system make use of fuzzy module to make
highest judgment so as to identify different types of attacsby
mixing anomaly detection and misuse detection module.The
fuzzy based system is usedfor supporting decision making
model, by applying rules for aggregating outputs of two
detection mechanisms. The FISperformance based on fuzzy
membership (triangular)function along with fuzzy rules are
applied to determine the suitable fuzziness on the input
parameters. Further, this value is used for detecting the
attackers types. The fuzzy values used as the input
parameters as very high, high, very low, low, medium as
represented in table 1. The hidden layer BPNN used are very
long, long, veryshort, short, and mediumare also provided in
table 1. The output parameters are produced as high
fuzziness (Hello Flood attack), Low fuzziness (Sybil attack),
and mild fuzziness (Worm hole attack).
We adopted MPNN to develop BPNN and FFNN mechanism
of IDS, as this neutral network can manage a huge no. of data
so as to continue the stability of the system and having
capacity to attendthe different attackers. FFNN progress with
detecting and estimating new types of attacks and that too
simultaneously. The BPNN make use of cluster unknown
MPNN learning mechanism that includes input layer, output
layer and hidden layerrepresented in the Figure 6. As number
of output nodes is established at the starting stage, numerous
kinds of clusters may be produced by use of fuzzy based
MPNN. This result in improved output nodes detection, in
case when each of output nodecreates a extra type technique
to detect attackers.
Each of the data packet that is unknown is introduced to the
supervised learning mechanism of artificial intelligence so as
to evaluationresultant points of each output. Afterward, it

identifies output node results so as to evaluate corresponding
output node winning value. If winning output node
corresponding value is lesser than value of alertness then it
indicates that inserted connected weight and data packet is
not equal; therefore, the value does not match to
corresponding cluster. In such case, next winning node
results are checked to verify whether it can pass test of
alertness. This would produce new output result node
indicating identification of a new attack. Furthermore,
simulation is used to definerequiredalertness value by use of
sample data.
The fuzzy based proposed research methodology of rules in
MPPN is defined in table 1. Let Trbe dataset of labeled
examples, U be dataset of unlabeled examples, and
Tsbetesting dataset. First it utilizeTr to train data with the help
of supervised FFNN classifier making use of N hidden nodes.
The hidden node along with with BPNN classifier to get final
output as sigmoid activation algorithm.The N membership
with Vvector is achieved on eachsample of unlabeled data by
investigatingU MPNN supervised learning method. The
following membership vector with N unlabeled sample is
applied to get Fuzziness F(V)

F (V )  

1 n
 ( i log i  (1 i ) log(1  i ))
n i 1

(9)

Where, V = {μ1, μ2, . . . ,μn} is a fuzzy set.
Table1: Fuzzy rules based MPNN.
FFNN
Very- high
Very- high
Very- high
Very- high
Very- high
High
High
High
High
High
Medium
Medium
Medium
Medium
Medium
Low
Low
Low
Low
Low
Very-low
Very-low
Very-low
Very-low
Very-low

BPNN
Very-long
long
Medium
Short
Very Short
Very-long
long
Medium
Short
Very Short
Very-long
long
Medium
Short
Very Short
Very-long
long
Medium
Short
Very Short
Very-long
long
Medium
Short
Very Short

Fuzziness
Mid Fuzziness
Mid Fuzziness
Low Fuzziness
Low Fuzziness
Low Fuzziness
Mid Fuzziness
Mid Fuzziness
Mid Fuzziness
Low Fuzziness
Low Fuzziness
High Fuzziness
High Fuzziness
Mid Fuzziness
Low Fuzziness
Low Fuzziness
High Fuzziness
High Fuzziness
Mid Fuzziness
Mid Fuzziness
Mid Fuzziness
High Fuzziness
High Fuzziness
High Fuzziness
Medium
Medium

The fuzziness value is classified into low fuzziness, high
fuzziness, and mid fuzziness. The samples that denote high
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fuzziness and low fuzzinessare extracted. These values are
included with the Tr so as to get Trnew as revised datasetfor
training of FFNN along with BPNN as represented figure 2
and 6.
The proposed approach, utilize KDD data sets so that pattern
is coordinated. In order to determine clustered based Mobile
ad-hoc network, the proposed approach utilize efficient
training of MPNNfor minimizing utilization of energy by
reducing dummy packets size. The pre-processing stage
removes packets from the network so as to improve data
strength utility. The size of these dummy variable packet is
either below or above normal packets of data so as to reduce
energy utilization. This will help in making adversary model
to distinct between legitimate and fake packet

Training data

Training data

FFNN

KDD dataset

Unlabeled data

1. Preprocessing

Unlabeled data

BPNN

Testing data

Fuzziness rules set

Attacker detection rate Adr =

where, C denotes number of classes,N stands for
the number of examples andTPi is the number of True
Positive values of the ith class, FPi the number of False
Positive values of the ith class, FNi is the number False
Negative value of the ith class.
4.SIMULATION-BASED IMPLEMENTATION AND
EXPERIMENTAL RESULTS
We evaluate the performance of the proposed Intrusion
Detection System in the Mobile ad-hoc network by using the
NS2 network simulator version 2.33 (NS 2.33) with
parameters specified in table 2. We estimate Hello flooding,
Wormhole, and Sybil attack and their detection accuracy for
the Mobile ad-hoc networks in the Intrusion Detection
Systemwith Fuzzy Rules Based MPNN. In table 3, the results
demonstrated that the misbehavior nodes are detected in the
True Positive Rate (TPR) and False Positive Rate (FPR),
which is detected with the MPNN using fuzzy logic
mechansim.

2. Identifying Dummy
variables
Testing data

3. Normalization

Table 2: Simulation Parameters
Parameter

Detection
accuracy

MPNN

Value

Simulator
Area 1600X900
Number of nodes
Routing protocol
Packet size
Multilayer Perceptron
Neural Network Model

Classifier

Time duration

(16)

NS 2.3
42
DSDV
512 bytes
Two ray ground
Propagation model

Figure 6: Fuzziness based MPPN
The table 3 illustrates that detection rates under each level of
node speed.Table 4 represents the detection rate and false
negative for the attack of hello flood, wormhole and Sybil.

The performance of the proposed Intrusion Detection
Systemcan be estimated by applying the following
Accuracy

(10)

Recall

(11)

Average accuracy

AAcc =

Precision

(12)

Table 3: Detection Rate
TPR

FPR

54% (Mid Fuzziness)
58%(Mid Fuzziness)
63% (High Fuzziness)
79% (High Fuzziness)

6% (Low Fuzziness)
13% (Low Fuzziness)
18% (Low Fuzziness)
19% (Low Fuzziness)

(13)
Table 4: Detection Ratio and False Negative Rate for three
Attackers

F-measure

(14)
Attack

Attacker accuracy

Attacc =

(15)

Detection rate

Sybil Attack
97,20%
Hello food attack 98,70%
Wormhole attack 97,60%
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Figure 7, provides a scenario of the MANET having node 10
as selfish node. Node 10 is dropping packets and is detected
as the attacker by the proposed system. Node 7 and node 41 as
shown in figure 7 are detected as Sybil and wormhole attacks.
Themalicious nodes are isolated from the network.
4.1 THROUGHPUT
Throughput is defined as total number of receiving packets at
the destination and is calculated as :
Throughput = (Total no. of received packets at destination) /
(time of simulation)
Throughput of the network is under attack, and proposed
system is shown in Figure 8 in which proposed methodology
results in the increase of throughput.

Figure 9: PDR of AIDS

Figure 7: Detection of hello flood, Sybil, and wormhole
attack.

4.2 PACKET DELIVERY RATIO (PDR)
PDR is ratio of the total received packets to the total packets
generated and is calculated as:
PDR = (Packets received/packets generated) * 100
Proposed system PDR is shown in Figure 9 which shows
increase of PDR.

Figure 8: Throughput of AIDS

Figure 10: Packet loss of Intrusion Detection System

4.4 INTRUSION VS MEMBERSHIP
Figure 11 shows the relationship between the intrusion
detection the membership function of proposed system.

4.3 PACKET LOSS
Packet loss is defined as the difference between the packets
generated by the source node and the number of packets
received by the destination node. Packet loss is calculated as:
Packet Loss = Generated Packets – Received Packets
Packet loss of proposed system is shown in Figure 10 which
shows decrease in packet loss.
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5. CONCLUSIONS AND FUTURE SCOPE
In this paper, we provide a jointprotection mechanism from
wormhole, hello flood, and Sybil attack in mobile ad-hoc
network. A fuzzy based hybrid intrusion detection model is
proposed for MANET that makes use of both anomaly
detection and misuse detection for the detection of attacks.
The proposed system utilizes a Multilayer Perceptron Neural
Networkcontaining feed forward neural network and back
propagation neural networks of the supervised learning
approach. The system make use of Fuzzy logic mechanism
with anomaly and misuse detection technique to detect the
Wormhole, Hello flooding, and Sybil attack. The grouping of
these two techniques is used to providethe proposed Intrusion
Detection System with a great detection rate and low false
positive rate. The simulation results show that the propsed
system is capable of performing low false positive rate and
high true positive rate. The results provided in the paper also
prove that the proposed system is extremely efficient for the
parameters of packet loss, throughput, energy consumption,
PDR, etc.
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