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Information encoding and decoding using Residue Number System for {22n-1, 22n, 22n+1}
moduli sets
Idris Abiodun Aremu

Kazeem Alagbe Gbolagade

Abstract- This paper presents the design
methods of information encryption and
decryption using Residue Number System
(RNS). We selected length three moduli set
22𝑛 − 1, 22𝑛 , 22𝑛 + 1 , and design an
effective forward conversion for the selected
moduli set with 4n + 2 and 8n as delay and
Area respectively for the information
encryption and reverse converter for the
same moduli set with 4n + 3 and 8n + 3 as
area and Delay respectively, our proposed
scheme out perform with the state of the art
in terms of both security and computational
efficiency
Index Terms – Decryption, forward
conversion, information encryption and
Residue Number System.
I.

INTRODUCTION

Encryption and decryption of data has
recently been widely investigated and
developed because there is a demand for a
stronger encryption and decryption which is
very hard for intrusion. Over the centuries,
information security has become a major
issue. The Residue Number System (RNS) is
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a non-weighted number system that utilizes
remainders to represent numbers play an
important role in information security, RNS
has received considerable attention in
arithmetic computation and Digital Signal
Processing (DSP) applications such as digital
filtering, Fast Fourier Transform, Discrete
Cosine Transform, etc.
This is due to the
following inherent properties of RNS:
parallelism, modularity, fault tolerance, and
carry-free operations [1], [2]. Moduli
Selection and Data Conversion are the two
most important issues for a successful RNS
utilization. Data Conversion can be
categorized into forward and reverse
conversions. The forward conversion
involves converting a binary or decimal
number into its RNS equivalent while the
reverse conversion is the inverse operation,
i.e., it involves converting RNS number into
binary or decimal. Relatively, reverse
conversion is more complex.
II.
BACKGROUND
A. Residue Number System (RNS)
RNS comprises a set of moduli which are
independent of each other. An integer is
represented by the residue of each of the
modulus and arithmetic operations are
based on residues individually. The
advantage of using the RNS over the
conversional system includes “carry-free”
operation, fault tolerance, parallelism and
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modularity. These inherent features make
RNS to be widely used in Digital Signal
Processing (DSP) applications such as
digital filtering, convolution, fast Fourier
transform and image processing
[3], [4], [5].
Chinese Remainder Theorem (CRT):
𝑛
𝑖=0 𝑚𝑖

𝑋=

𝑛
𝑖=1 𝑚𝑖

𝑀=
𝑀𝑖−1

𝑚𝑖−1

𝑥
𝑚𝑖 𝑖 𝑀
𝑀

𝑀𝑖 =

Such

that

𝑚𝑖

is the multiplicative inverse 𝑚𝑖

Proposed Algorithm

B. Fault Tolerance (FT)
Fault-tolerance for error processing, can
be invented in two stages, effective error
processing stage, that intends to hide
effective fault before occurrence of
failure, and hidden error processing that
aims to ensure that the faults will not be
activated again [6].
Reactive fault-tolerance policy tries to
reduce failures when they occur. It can be
divided into error processing and faulttreatment techniques. The purpose of error
processing is to eliminate errors from the
calculation. Error treatment also aims to
prevent the reactivation of errors [7, 8].
Data
Encoding

Data
Decoding

Detect
correct
Informatio
n

The rest of the paper is structured as
follows. Section 2 provides a brief
background on residue number system and
fault tolerance. In Section 3, the hardware
realization of the proposed system was
discussed, and the corresponding algorithm
is presented in the same section. Section 4
describes the performance evaluation of the
proposed converter and evaluates and
compares its performance. The paper is
concluded in Section 5.

Informati
on
Received

The proposed algorithm is described using
the following theorems:Consider the computation of the residue of
an arbitrary integer X with respect to a
modulus M. since X is represented as 6n - bit
binary number. x6n-1, x6n-2, x6n-3 ……. x1x0
and its residue with respect to m may be
expressed as
𝑋𝑚=
𝑥6𝑛 −1 𝑥6𝑛−2 𝑥6𝑛−3………… 𝑥1 𝑥0

Of which an equivalent expression is
𝑋 𝑚 = 26𝑛 −1 𝑥6𝑛−1 + 26𝑛−2 𝑥6𝑛−2 + … +
20 𝑥0 𝑚
(2)
Proof: It can be demonstrated that
Modulus 22𝑛 − 1
22𝑛

Correct
Error

𝑚 (1)

22𝑛 −1

Modulus
22𝑛

22𝑛 + 1

= 22𝑛 − 1 + 1

22𝑛 − 1

= 1 (3)

22𝑛 + 1

= −1 (4)

22𝑛 + 1
= 22𝑛 + 1 − 1
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Using three moduli set of 𝑚1 = 22𝑛 −
1, 𝑚2 = 22𝑛 𝑎𝑛𝑑 𝑚3 = 22𝑛 + 1 an any
integer X with dynamic range M = 0 ,
26𝑛 − 22𝑛 where the upper end of the range
is 𝑚1 , 𝑚2 , 𝑚3 is uniquely defined by a
residue set 𝑟1 , 𝑟2 , 𝑟3 where 𝑟1 = 𝑋 𝑚 𝑖 and X
is a 6n bits
𝑋

𝑚

= 𝑥6𝑛−1 𝑥6𝑛−2 𝑥6𝑛−3………… 𝑥1 𝑥0

𝑚 (5)

Residues are obtained by nominally dividing
X by𝑚𝑖 . The residue 𝑟2 is the easiest to
compute because the n least significant bits
constitute the remainder where x is divided
by 22𝑛 hence 𝑟2 is the number represented by
the least significant 2n bit of x. These bits
are obtained by nominally shifting to the
right by n bits.
In order to determine the 𝑟1 𝑎𝑛𝑑 𝑟3 we first
partition X into three 2n – bits blocks of B1,
B2 and B3 respectively,
𝐵1 =

6𝑛 −1
𝑗 −4𝑛
𝑗 =4𝑛 𝑥𝑗 2

(6)

𝐵2 =

4𝑛 −1
𝑗 −2𝑛
𝑗 =2𝑛 𝑥𝑗 2

(7)

2𝑛 −1
2𝑛
𝑗 =0 𝑥𝑗 2

(8)

𝐵3 =

(9)

𝑟1 = 𝑋

(10)

22𝑛 −1

𝑟1 = 𝐵1 24𝑛 + 𝐵2 22𝑛 + 𝐵3

22𝑛 −1 (11)

𝑟1 = 𝐵1 24𝑛 22𝑛 −1 + 𝐵2 22𝑛 22𝑛 − 1 +
𝐵3 22𝑛 − 1 22𝑛 − 1
(12)
𝐵1 24𝑛

22𝑛 − 1

= 𝐵1 .1.1
𝐵2 22𝑛

= 𝐵1 22𝑛 . 22𝑛

22𝑛 − 1

= 𝐵1

22𝑛 − 1

(13)
(14)

22𝑛 − 1

= 𝐵2

22𝑛 − 1

(15)

𝑟1 = 𝐵1 + 𝐵2 + 𝐵3

22𝑛 − 1

(16)

22𝑛 − 1

The residue 𝑟3 is then obtained as follows
𝑟3 = 𝑋

(17)

22𝑛 + 1

𝑟3 = 𝐵1 24𝑛 + 𝐵2 22𝑛 + 𝐵3
𝑟3 𝐵1 24𝑛
𝐵3

22𝑛 + 1

(18)

22𝑛 + 1

+ 𝐵2 22𝑛

22𝑛 + 1

+

(19)

22𝑛 + 1 22𝑛 + 1

𝐵1 24𝑛 22𝑛 + 1 = 𝐵1 . 22𝑛 + 1 − 1 22𝑛 +
1 − 1 22𝑛 +1
= 𝐵1

(20)

22𝑛 +1

𝐵2 22𝑛

From addition of equation (6), (7), and (8)
respectively produce equation 9 as follows
𝑋 = 𝐵124𝑛 + 𝐵222𝑛 + 𝐵3

The residue 𝑟1 is then obtained as follows

22𝑛 + 1

= −𝐵2

= 𝐵2 22𝑛 + 1 − 1

(21)

22𝑛 + 1

𝑟3 = 𝐵1 − 𝐵2 + 𝐵3

22𝑛 + 1

22𝑛 + 1

(22)
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Using
the
result
of
𝑟1 𝑎𝑛𝑑 𝑟3 𝑟𝑒𝑠𝑝𝑒𝑐𝑡𝑖𝑣𝑒𝑙𝑦 that is equation (16)
and (22) the hardware structure of the
propose forward converter can be obtained
(fig.1)
X
BB11

Area
4n – 2 + 4n + 2
= 8n

Example 1. Given that X = 22 and take n =1 using
the
moduli
sets
{𝑚1 = 22𝑛 − 1, 𝑚2 =
22𝑛 𝑎𝑛𝑑 𝑚3 = 22𝑛 + 1} from
equation
(23)

B2

𝑥

B33

𝑚2

= 2.5.1 − 4.2 − 2.3.2

15

= 110

15

= 5 and

from (22) 𝑋 = 5.4 + 2 = 22
𝑀𝑜𝑑𝑢𝑙𝑎𝑟 𝐴𝑑𝑑𝑒𝑟

𝑀𝑜𝑑𝑢𝑙𝑎𝑟 𝐴𝑑𝑑𝑒𝑟
22𝑛 − 1
2𝑛

2

− 1

𝑀𝑜𝑑𝑢𝑙𝑎𝑟
𝐴𝑑𝑑𝑒𝑟
𝑀𝑜𝑑𝑢𝑙𝑎𝑟
𝐴𝑑𝑑𝑒𝑟
22𝑛 − 1

22𝑛 − 1

r1

𝑀𝑜𝑑𝑢𝑙𝑎𝑟
𝐴𝑑𝑒𝑟
𝑀𝑜𝑑𝑢𝑙𝑎𝑟
𝐴𝑑𝑑𝑒𝑟

= 𝑢1 − 𝑢2 − 𝑢3

𝑚1 𝑚3

2𝑛
22𝑛
+ 1

2

+ 1

𝑥1 = 𝑥1,2𝑛−2 𝑥1,2𝑛−3 𝑥1,2𝑛−4 ………………….. 𝑥11 𝑥00 (24)

2n – 1
bits
𝑥2 = 𝑥2,2𝑛 −1 𝑥2,2𝑛 −2 𝑥2,2𝑛 −3 ….. 𝑥21 𝑥20 (25)

𝑀𝑜𝑑𝑢𝑙𝑎𝑟 𝐴𝑑𝑑𝑒𝑟

𝑀𝑜𝑑𝑢𝑙𝑎𝑟 𝐴𝑑𝑑𝑒𝑟
22𝑛 + 1

22𝑛 + 1

r3

2n
bits

r2

Fig. 1. Block diagram for the proposed
forward converter

𝑥3 =𝑥3,2𝑛 𝑥3,2𝑛−1 𝑥3,2𝑛−2 …..𝑥3,1 𝑥1,0

(26)

Hardware Design
2n + 1
bits

Delay
2n -1 + 2n -1 and 2n + 1 + 2n +1
= 4n – 2 and 4n + 2

𝒖𝟏 = 𝟐𝟐𝒏−𝟏 𝒎𝟑 𝒙𝟏
=

𝒎𝟏 𝒎𝟑
𝟐𝒏−𝟏
𝟐
𝒎𝟑 𝒙𝟏 𝒎 𝒎
𝟏 𝟑

Delay = 4n + 2
𝒖𝟏 = 11 … .11 𝑥1,2𝑛 −2 𝑥1,2𝑛 −3 𝑥1,2𝑛 −4 … … … 𝑥11 𝑥10
4n bits

2n – 1 bits
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III
𝒖𝟐 = −𝒎𝟐 𝒙𝟐

𝒎𝟏 𝒎 𝟑

𝒖𝟐 = 11 … .11 𝑥2,2𝑛 −1 𝑥2,2𝑛−2 𝑥2,2𝑛 −3 … … 𝑥21 𝑥20
2n bits

2n bits

𝒖𝟐 = 𝟎𝟎 … 𝟎𝟎 𝒙𝟐,𝟐𝒏−𝟏 𝒙𝟐,𝟐𝒏−𝟐 𝒙𝟐,𝟐𝒏−𝟑 … … 𝒙𝟐𝟏 𝒙𝟐𝟎
2n bits

HARDWARE REALISATION

Using
the
result
of
𝑟1 𝑎𝑛𝑑 𝑟3 𝑟𝑒𝑠𝑝𝑒𝑐𝑡𝑖𝑣𝑒𝑙𝑦 that is equation (16)
and (22) the hardware structure of the
propose forward converter can be obtained
(fig.1)
Fig. 1. Block diagram for the proposed
forward converter

2n bits

𝒖𝟑 =
11 … .11 𝑥3,2𝑛 𝑥3,2𝑛 −1 𝑥3,2𝑛 −2 … … … … 𝑥31 𝑥30

Hardware Design
Delay

4n bits

2n + 1
𝒖𝟑 = 𝟎𝟎 … 00 𝑥2,2𝑛 −1 𝑥2,2𝑛 −2
𝑥2,2𝑛 −3 … … 𝑥21 𝑥20
bits

2n -1 + 2n -1 and 2n + 1 + 2n +1
= 4n – 2 and 4n + 2

4n bits

2n - 1
bits

Here

Delay = 4n + 2

𝑢12

𝑢1 𝑢2

Area

𝑢13

𝑢3

4n – 2 + 4n + 2

4n bits CSA WITH EAC

= 8n
𝑐1

𝑠1

Theorem 1: Given the following moduli
set the following hold true {22𝑛 −
1, 22𝑛 , 22𝑛 + 1}

4n bits CSA
with EAC

𝑐2

𝑠1

The proposed algorithm is described using
the following theorems:-

4n bits CSA with
EAC

𝑐3

𝑠3

Given
that
𝑚1 = 22𝑛 − 1, 𝑚2 =
22𝑛 𝑎𝑛𝑑 𝑚3 = 22𝑛 + 1

4n bits CPA with EAC

X

𝑚3−1 = 𝑚1 𝑚2

𝑚3

= −22𝑛−1

(9)

𝑚2−1 = 𝑚1 𝑚3

𝑚2

= −1

(10)

Fig. 2 Block diagram for proposed Reverse converter
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𝑚1−1 = 𝑚2 𝑚3

𝑚1

= 22𝑛 −1

(11)

Proof: It can be easily shown below that
equation (9), (10), and (11) which are
−22𝑛−1 ,
− 1, 𝑎𝑛𝑑 22𝑛−1 are
the
multiplicative inverse is of 𝑚1 𝑚2 𝑚3
𝑚3−1 = 𝑚1 𝑚2

𝑚3

= −22𝑛−1

2𝑛

2

2𝑛

− 1 𝑥2

𝑚2

+1

𝑚1−1 = 𝑚2 𝑚3

𝑚1

22𝑛 −1

= 22𝑛

+ 𝑥2

Proof

𝑛
𝑖=0 𝑚𝑖

𝑋=

𝑚𝑖−1

𝑥𝑖

𝑀

(13)

𝑛
𝑖=1 𝑚𝑖

𝑀
𝑚𝑖

𝑚𝑖−1

𝑚𝑖

𝑥𝑖

𝑀

(14)

𝑋 = 𝑚2 𝑚3 . −22𝑛 −1 𝑥1 + 𝑚1 𝑚3 . −1. 𝑥2 +
𝑚1 𝑚2 22𝑛−1 . 𝑥3 𝑚 1 𝑚 2 𝑚 3
(15)

= 22𝑛−1

= 1

𝑛
𝑖=0 𝑚𝑖

𝑋=

= −1

22𝑛 − 1

𝑚𝑖

𝑀𝑖−1 is the multiplicative inverse of 𝑚𝑖

= −1

22𝑛

decimal

(12)

𝑀𝑖 =

22𝑛 𝑥22𝑛 + 1 22𝑛 −1
= 22𝑛 + 1 − 1 𝑥 22𝑛 − 1 + 1
+ 1 22𝑛 −1
2 𝑥 22𝑛

𝑚2

=1

22𝑛 +1

𝑚2−1 = 𝑚1 𝑚3

𝑥

Such that 𝑀 =

22𝑛 +1

= −22𝑛 −1 𝑥2

𝑋 = 𝑚2

the

It can be easily shown that

22𝑛 − 1 𝑥 22𝑛 22𝑛 + 1
= 22𝑛 + 1 − 1 − 1𝑥 22𝑛 + 1
− 1 22𝑛 + 1
= 2

𝑟1 𝑟2 𝑎𝑛𝑑 𝑟3
respectively,
equivalent X is given as

𝑋 = 𝑚2 𝑚3 . −22𝑛 −1 𝑥1 + (𝑚22 − 1). 𝑥2 +
𝑚1 𝑚2 22𝑛−1 . 𝑥3 𝑚 1 𝑚 2 𝑚 3
(16)

22𝑛 −1

𝑋 = 𝑚2 𝑚3 . −22𝑛 −1 𝑥1 + 𝑚22 𝑥2 + 𝑥2 +
𝑚1 𝑚2 22𝑛−1 . 𝑥3 𝑚 1 𝑚 2 𝑚 3
(17)
Theorem 2:
The proposed algorithm is described using
the following theorems:Given
that
𝑚1 = 22𝑛 − 1, 𝑚2 =
22𝑛 𝑎𝑛𝑑 𝑚3 = 22𝑛 + 1 with respect to

Divide all through by 𝑚2 and compute their
floor value we have
𝑥

= −22𝑛−1 𝑚3 𝑥1 − 𝑚2 𝑥2 +

𝑚2
2𝑛−1

2

𝑚1 𝑥3

𝑚1𝑚3

(18)
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From

in fig. 1 above, the reserve conversion was
also achieved with fast adder like carry save
adder (CSA) and carry propagation adder as
shown in fig. 2 above.

𝑋=
𝑚2 𝑚3 𝑚1−1 𝑚 1 𝑥1 +
𝑚1 𝑚3 𝑚2−1 𝑚 2 𝑥2 + 𝑚1 𝑚2

𝑚 3−1 𝑚 1 𝑚 2 𝑚 3

(19)
𝑋 = 𝑚2 𝑚3 . −22𝑛 −1 𝑥1 + 𝑚22 𝑥2 + 𝑥2 +
𝑚1 𝑚2 22𝑛−1 . 𝑥3 𝑚 1 𝑚 2 𝑚 3
(20)
𝑥

= −22𝑛−1 𝑚3 𝑥1 − 𝑚2 𝑥2 +

𝑚2
2𝑛−1

2

𝑚1 𝑥3

𝑋 = 𝑚2
𝑥

(21)

𝑚1𝑚3

𝑥
𝑚2

+ 𝑥2

(22)

= 22𝑛−1 𝑚3 𝑥1 − 𝑚2 𝑥2 −

𝑚2
2𝑛−1

2

𝑚1 𝑥3

(23)

𝑚1𝑚3

Example 1. Given that X = 22 and take n =1 using the
moduli sets {𝑚1 = 22𝑛 − 1, 𝑚2 = 22𝑛 𝑎𝑛𝑑 𝑚3 = 22𝑛 +
1} from

equation

(23)

𝑥
𝑚2

2.3.2 15 = 110 15 = 5
𝑋 = 5.4 + 2 = 22

III

= 2.5.1 − 4.2 −
and

from

(22)

HARDWARE REALISATION

The hardware realisation of the forward
conversion for the moduli set
{22𝑛 −
1, 22𝑛 , 22𝑛 + 1} is based on (16) and (22) is
achieved by using simple fast adders like the
Carry Save Adder (CSA) for three bits
addition and Carry Propagate Adder (CPA)
for two bits addition as shown in the diagram

IV

PERFORMANCE EVALUATION

The performances of the proposed converters
are evaluated in terms of area cost and
conversion delay, the forward and reverse
converter is evaluated theoretically in term
of conversion time and area cost. The
hardware utilization of the proposed
converter is computed using the full adder
and is compared with equivalent best known
state of the art forward and reverse
converter, the proposed converter required a
delay of 4n + 2 and 8n +3 for both forward
and reverse converter respectively, while the
area cost is 8n and 4n + 3. Total delay for
forward and reserve conversion is 12n + 5
and the total cost for both forward and
reverse conversion is 12n + 3.
V

CONCLUSION

Typically data encryption is the process of
encoding information from sender site to the
receiver site by decoding the received
encrypted data/information. In this paper,
three moduli set {22𝑛 − 1, 22𝑛 , 22𝑛 + 1} are
used to design an effective forward
conversion for the selected moduli set with
4n + 2 and 8n as delay and Area respectively
for the information encryption and reverse
converter for the same moduli set with 4n +
3 and 8n + 3 as area and Delay respectively,
our proposed scheme out perform with the
state of the art in terms of both security and
computational efficiency
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