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ABSTRACT: “Cloud computing is the new standard
of delivery of information technology resources and
capabilities as a service with fewer efforts to end
user over the cloud. Cloud computing enable users
to store and access data and programs through the
internet, rather than of your computer system. The
cloud is just a mirror image of the internet. There
are several security threats over cloud and some
dedicated solution.” In this paper We Proposed a
multi-layer model for file sync and share system
which assistance to enhance traditional file sync
and share model of data security for cloud
computing. Proposed security model based on cloud
file sync and share system. This model provide 3
layers system structure in which these layers are
used for ensuring cloud data security. All
techniques and mechanism useful to implementing
a highly protected environment for cloud user to
secure their private data over the cloud. This model
support high security login feature which will
prevent end user from unauthorized users who tried
to access secured file stored on cloud.
Keywords: Cloud Computing, Cloud Computing
Adoption Framework, Enterprise File Sync And
Share, Multilayer Security, RSA Algorithm, ECC
Algorithm.
I. INTRODUCTION:
Cloud computing is a technology that enables online
access to computing resources like platforms,
hardware components, infrastructure, computing
applications etc. without much effort. It is cost
effective where service consumer will pay for what
he used. Cloud computing is a technology that plays
vital role in IT industry. Not only in IT field but also
smaller enterprises are adopting this technology
where cloud service provider provides services and
consumers access those services through the internet.
Cloud is a place where service provider keeps their
resources which are available to the consumers/users

and consumers are billed on pay per use basis [1].
This technology provides its services in three layers.
They are Infrastructure as a service, Software as a
service and Platform as a service. These services
deployed in three ways i.e. as public cloud, private
cloud and hybrid cloud. In public cloud services are
made available to public over the net, in private cloud
services are available only to etherize party and
hybrid cloud used to mean two separate clouds join
together (public, private, internal or external). [5]
Firstly according to Pay-as-you go, it allows
consumers to utilize the services with no upfront
payment. So that one can deploy and develop
applications without initial investments. Consumer
has to pay according to the usage. [2].
 CLOUDCOMPUTING ADOPTION
FRAMEWORK:
Cloud computing (CC) and their services have
currently become a vital issues in today's world.
Cloud Computing can be consider as a technology
which provide users to access computing facilities
such as “data storage” and “software services”
through the Internet. Cloud Computing Adoption
Framework (CCAF), to contribute a way to
successfully adopt and deliver any Cloud services
and projects for any other organizations.[10] The
CCAF is a complete model for adopting and
implement cloud security principles systematically
and also help to understand the security challenge.
This frame-work can consolidate with Cloud
Computing services to provide supplemental values
for adopting organizations [12]. It is also an
architecture framework focused on the delivery of a
security service, in the form of developing a multilayered security for Data centers. This help to design
a complete multilayer model for implementation and
service for Cloud security under the CCAF
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recommendation.[22] Computer or network security
has been classified into a number of general concepts
and processes such as identification, which identifies
objects,
functions,
action,
authentication,
authorization, privacy, integrity and durability.[15]
There is a need to follows a well-established general
security aspect with identification, authentication,
authorization, and digital security encryption and
decryption. [21]
ENTERPRISE FILE SYNC AND SHARE
(EFSS):
Enterprise File Sync and Share (EFSS) is a software
service which provide organization to securely share
or synchronize cloud data such as photos, videos
and file from multiple devices with employees and
end user in a business cloud environment. To
provide enterprises with the beneficial cloud file
sync and share service while consider enterprise
Concerns such as security, compliance, and
regulation, the cloud file sync and share service was
been deployed by either on-premise or hybrid cloud
model to target high value. Existing EFSS systems
based on system security and manageability. CCAF
framework, important EFSS security issues should
be well addressed, particularly for businesses with
serious data services.
II. RELATED WORK
Preeti Sirohi_and Amit Agarwal [2015] et. al
presented that, Cloud Computing is next generation
computing technology with the dynamic capabilities
of adding new resources and services as per user
demand and requirement. Cloud computing is fast
growing technology which facilitates more and more
users and organizations shifting towards opting their
services to cloud. Data security is considered as the
constant issue leading towards a hitch in the adoption
of cloud computing. Data privacy, Integrity and trust
issues are few severe security concerns leading to
wide adoption of cloud computing. The advent of the
proposed model has sufficient functionalities and
capabilities which ensures the data security and
integrity. The proposed framework focuses on the
encryption and decryption approach facilitating the
cloud user with data security assurance. The
proposed solution only talks about the increased
security but does not talk about the performance. The
solution also includes the functioning of forensic
virtual machine, malware detection and real time
monitoring of the system. A data security framework

also provides the transparency to both the cloud
service provider and the cloud user thereby reducing
data security threats in cloud environment.[7] Yu et
al [13] and Wang et al [14] describe the fine-grained
security model for Cloud storage. Both are similar,
except that scheme from Yu et al [14] are added in
specifics and they describe concepts and users
associated with their proof-of-concept. Victor Chang
(2015) et. al presented, some tests were planned to
establish the robustness of the CCAF multi-layered
security. However, they do not have any experiments,
simulation and empirical data to prove the
effectiveness and robustness of their fine-grained
security model. Thus, both proposals do not address
in-depth data security issues, when the rapid depth
data security issues, when the rapid growth of data is
a challenge for the Data Center.[9] Eman M.
Mohamed [2012] et.al propose a new data security
model based on studying of cloud computing
architecture. A software is implemented to select the
appropriate and the extreme security encryption
algorithm. The proposed model resolves cloud user
security glitches, which is assistance cloud provider
to hand-picked the most appropriate encryption
algorithm to its cloud.[24]
III. PROBLEM STATEMENT:
In the open stack EFSS There are some key security
issues in multilayer environment which may be effect
Employee privacy and their cloud data security.
Following matters designate the opened EFSS
security issues.[13]
(1) Employee Privacy: Existing EFSS systems
generally encrypt data to prevent from leak of
information. EFSS systems uses one Master key for
the encryption of existing entire data space, which
can examine enterprise data and prevent data leaks
from outside but unable to prevent data leaks from
inside. [9]
(2) Share Link: The share link is broadly used to
share data to business associates who do not have an
valid EFSS system account. Due to this it introduced
a new security ambiguity which might be used for
data to unauthorized domain without leaving enough
audit trail [9].
(3)Cloud File Synchronization: Cloud File
synchronization introduce a new security issue. It
synchronizes mutual and collective enterprise data
from a succeeded EFSS service to employee’s
endpoint devices, and enterprises then have no or
may be less control to the synchronized enterprise
data.[9]

1126
All Rights Reserved © 2017 IJARCET

International Journal of Advanced Research in Computer Engineering & Technology (IJARCET)
Volume 6, Issue 8, August 2017, ISSN: 2278 – 1323



IV. METHODOLOGY
MULTILAYER SECURITY FOR CLOUD:
This model having different encryption a different
level which help to protect cloud file and also ensure
confidentiality, integrity of the file (data) ,this model
also provide faster retriever of data and file from
resourceful . [6][7]
This proposed model mainly consist three layer
which is interdependent.
Layer 1 - This layer is responsible for authentication
of cloud user. It provide secure registration of end
cloud user by using RSA algorithm for secure login.
This algorithm used for authentication of user by
using complicated password which generated at the
time of registration because of using RSA algorithm
it generated one time complicated (long) password
due to single sign on service which can't altered by
user the main task of this layer is to prevent
unauthorized user entering in the cloud environment.
In this phase if cloud user will enter password more
than three time then user will be blocked by system.
[20]




If it is a Basic file (no needs to secure) then
algorithm provide to sync a file with
authorized user (either one or many)
If it is confidential file then the file will be
share only with the authorized user that has
been selected by the sender.
If it is a highly confidential file then system
will ask user a personal question which will
answered by only authorized user (who have
authority to access a highly confidential
file).

It also provide a session to sync and share a file for
encryption and decryption to ensure the true and
authenticate file will share or received.
Layer-3 - This layer responsible for storing and
managing data from layer 1 and layer 2 after
encryption of data this layer interact with second
layer and ensure that user requested data for
accessing from resource pool is genuine at this layer
uses strong security feature to protect data before
storing the data into the resource pool.[17]
This layer provide all cloud user data whenever they
requested for it and also provide appropriate
information as they requested without any delay. This
layer share confidential data only with authorized
user and enhance security of confidential file and
data stored in resource pool over the cloud. [23]
CRYPTOGRAPHY TECHNIQUE:
Mainly 2 cryptography techniques used in this
multilayer model. RSA Algorithm ECC Algorithm.
1. RSA Algorithm:

Layer 2- This layer communicate with layer-1 to
make sure that only authorized user can send and
received files. This layer uses different encryption
algorithm then previous one that is use for enhancing
confidentiality and integrity of the file in cloud
computing environment. This layer uses elliptic curve
cryptography (ECC) algorithm for sharing a file with
authorized user. This algorithm provide sync and
share the file on the bases of their confidentiality. It
provide multiple phase to sync and share a file.[13]

RSA Algorithm is a asymmetric public key algorithm
it uses two different keys one is public key and
another is private key this algorithm includes
multiplying two large prime numbers that establishes
the public key and private key[18], once the keys
have been developed ,the original prime numbers are
no longer important and can be rejected. [29] The
private key in RSA algorithm never needs to be sent
across the internet. Private Key is used to decrypt text
that has been encrypted with the public key. [30]
RSA is a block cipher, in which every message is
mapped to an integer. User data is encrypted first and
then it is stored in the Cloud. When required, user
places a request the data for the Cloud provider,
Cloud provider authenticates the user and delivers
data. .RSA is a block cipher, in which every message
is mapped to an integer. Encryption is done by the
Cloud service provider and decryption is done by the
Cloud user or consumer. Once the data is encrypted
with the Public-Key, it can be decrypted with the
corresponding private key.[31]
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Elliptic curve cryptography, an action takes over
elliptic curves is called addition. Multiplication is
distinct by repetitive addition. For instance, K×A = A
+ A + A + A + A + ………., K times, where the
addition operation is performed over the elliptic
curve. This forms the basis of the distinct logarithm
problem for an elliptic curve and its property that is
also referred to as a trapdoor [19]. It can be explained
as follows: Cryptanalysis requires us to find the value
of K, given A and K×A. This is computationally hard
if we stick to repeated addition method and K is very
large (which usually is, since we are talking about
security).[16]Before exploring how this is a difficult
problem let's see the equation which defines the
elliptic curve,
y² + axy + by = x³ + cx² + dx + e.
This curve has been defined over real numbers and
may include infinitely many points.[21] For
feasibility, we define the elliptic curves over prime
field to include a finite set of points.[28] We define
the curves over primes by simplifying the above
relation:
The equation of an elliptic curve is given as,
y² = (x³ + ax + b) mod p
Key Generation:
Step-1 Select a number’d’ within the range of 'n'.
This equation used to generate the public key.
Q=d*P
d = The random number that we have designated
within the range of (1 to n-1).
P= the point on curve.
Encryption:
'Q' is the public key and’d’ is the private key.
Let 'm' be the message that user wants to send. We
have to represent this message on the curve. This
have comprehensive implementation details.
Step-2 Let 'm' has the point 'M' on the curve 'E'.
Randomly select k from [1 - (n-1)].
Step-3 Two cipher texts will be produced let it be C1
and C2.
C1=k*P
C2=M+k*Q
C1 and C2 will be send.
Decryption:
Step-5 We have to get back the message 'm' that was
send,
M=C2-d*C1
M is the original message that send by user.

'M' can be represented as 'C2 - d * C1'
C2 - d * C1 = (M + k * Q) - d * (k * P)
(C2 = M + k * Q and C1 = k * P)
= M + k * d * P - d * k *P (canceling out k * d * P)
= M (Original Message)
V. RESULTS AND DISCUSSION
All the algorithms were implemented in Microsoft
visual studio 2010 Framework with Intel(R)
core(TM) i3-5010U processor 4.00 GB of RAM and
64-bit operating system. We give the encryption and
decryption operating time taken in seconds. The
result is the average of 4 test runs.
Layer-2 ECC & RSA Algorithm Encryption
Time:
S.
no

Message
in Bytes

Key
Size
in
Bit

Encryptio
n Time in
ECC
(Second )

Key
Size
in
Bit

Encryption
Time in
RSA
(Second )

1.

20,699

ECC
224

0.0180

RSA
1024

0.1170

2.

31,114

0.0410

0.1840

3.

64,439

0.0430

0.3430

4.

76,885

0.0900

0.3730

0.0210

0.7630

5.
166,043
Table-1

Encryption Time of ECC & RSA
0.9
0.8
0.7

Time in Seconds

2. ECC Algorithm

ECC

0.6

RSA

0.5
0.4
0.3
0.2
0.1
0
20,699 31,114 64,439 76,885 1,66,043

Message In Bytes

Proof: What is the use full step by which we get back
the original message?
M = C2 - d * C1

Layer-2 ECC & RSA Algorithm Decryption
Time:
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Table-4
Message
in Bytes

Key
Size
in Bit

ECC
224

Decryp
tion
Time in
ECC
(Second
)

Key
Size
in
Bit

4.4062

RSA
1024

Decryption
Time in
RSA
(Second
)

1.

20,699

6.000

2.

31,114

5.5523

5.6548

3.

64,439

6.4008

8.5529

4.

76,885

6.6058

11.2551

5.

166,043

8.0049

17.1979

Key Genration Time of ECC &
RSA
0.35
0.3
0.25

Time in Seconds

S.
no

ECC
RSA

0.2

0.15
0.1

0.05

Table-3

0

Decryption Time of ECC & RSA

Message in Bytes

21.1

Time in Seconds

Summary of Result:
16.1

ecc

rsa

Criteria

11.1

Key Generation
Speed
Encryption
Speed
Decryption
Speed
Table-5

6.1
1.1

RSA
Algorithm

ECC
Algorithm
√
√
√

Message in Bytes
VI. CONCLUSION & FUTURE WORK
Key Generation Speed in ECC & RSA:
S.
no

Message
in Bytes

Key
Size
in
Bit

Key
Generat
i-on
Time in
ECC
(Second
)

Key
Size
in
Bit

Key
Generation Time
in RSA
(Second )

1.

20,699

0.023

31,114

3.

64,439

0.037

RS
A
102
4

0.169

2.

EC
C
224

4.

76,885

0.048

0.242

5.

166,043

0.057

0.287

0.048

0.184
0.225

In cloud computing environment several security
issues introduce day by day. This paper demonstrate
multilayered
security
approach
and
its
implementation, and consider some of security issues
of EFSS (enterprise file sync and share) which help
to enhance the security of CCAF (Cloud Adoption
Framework).This proposed model consider CCAF
multilayer security with three integrated layer those
are interdependent and consist identity management,
encryption & decryption of cloud data and secure
database. This multilayer model help to resolve the
security issues of EFSS System. Our Future work is
to strengthen the multilayer model and also provide
IDS (intrusion detection system) to block more of
threats and protect the system.
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