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Abstract— the arrival of wireless technology has 

reduced the human efforts for accessing data at various 

locations by replacement wired infrastructure with 

wireless infrastructure and in addition providing access 

to devices having quality. Since wireless devices have to 

be compelled to be very little and data live forced, 

variety of the key challenges in wireless networks square 

measure Interferences, Absorption and Reflection, 

Multipath attenuation, Hidden node disadvantage, and 

Shared Resource disadvantage. This paper is supposed 

to provide the reader with associate outline of the 

analysis issues, Challenges and Solutions in wireless 

networks.  
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I. INTRODUCTION 

 

A wireless network is any reasonably network that uses 
wireless data connections for connecting network nodes. 

Wireless networking could also be a strategy by that homes, 

telecommunications networks and enterprise (business) 

installations avoid the expensive technique of introducing 

cables into a building, or as an association between varied 

instrumentation locations. Wireless telecommunications 

networks unit sometimes enforced and administered 

exploitation radio communication. This implementation takes 

place at the physical level (layer) of the OSI model network. 

 

Computers unit fairly usually connected to networks 
exploitation wireless links 

 

 Terrestrial microwave – Terrestrial microwave 

communication uses Earth-based transmitters and receivers 

resembling satellite dishes. Terrestrial microwaves unit inside  

 

 

The low gigacycle per second per second vary, that limits all 

communications to line-of-sight 

Wireless Links 

 
 

 Communications satellites – Satellites communicate via 

microwave radio waves, that do not appear to be deflected by 
the Earth's atmosphere. The satellites unit stationed in house, 

usually in itinerary thirty 5,400 km (22,000 mi) on top of the 

equator. These Earth-orbiting systems unit capable of 

receiving and relaying voice, data, and TV signals. 

 Cellular and PCS systems-use several radio communications 

technologies. The systems divide the region lined into 

multiple geographic areas. Each house encompasses a low-

power transmitter or radio relay antenna device to relay calls 

from one house to future house. 

 Radio and unfold spectrum technologies – Wireless native 

house networks use a high-frequency radio technology 
reasonably like digital cellular and a low-frequency radio 

technology. Wireless LANs use unfold spectrum technology 

to vary communication between multiple devices in a {very} 

very restricted house. IEEE 802.11 defines a typical flavour of 

open-standards wireless radio-wave technology noted as 

LAN. 

https://en.wikipedia.org/wiki/File:Wireless_network.jpg
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 Free-space optical communication- uses visible or invisible 

light-weight for communications. In most cases, line-of-sight 
propagation is employed, that limits the physical positioning 

of human action devices. 

The rest of this paper is organized as follows: initial we've a 

bent to gift the network and repair management taxonomy of 

wireless networks and giving the discussion of the two 

operative modes of the IEEE 802.11 in second section. We've 

a bent to then provide a fast outline relating to analysis 

Challenges and issues with Wireless Networks in section 

third. And eventually the section fourth offers the conclusion 

of the full paper. 

 

II. NETWORK AND SERVICE MANAGEMENT 

TAXONOMY OF WIRELESS NETWORKS   

The network and repair management taxonomy may be an 

arrangement for analysis on the management of computer 

networks and additionally the services provided by computer 

networks. The taxonomy has been created and is being 

maintained by a joint effort of the wader FP7 Project and 

additionally the Committee of Network Operations and 

Management (CNOM) of the Communications Society 

(COMSOC) of the Institute of Electrical and natural science 

Engineers (IEEE) and additionally the working group half-

dozen.6 of the International Federation of information method 

(IFIP). 

IEEE 802.11  

IEEE 802.11 might be a group of media access management 

(MAC) and physical layer (PHY) specifications for 

implementing wireless native house network (WLAN) computer 

communication inside the 900 megahertz per second and a 

handful of.4, 3.6, 5, and sixty gig cycle frequency bands. They 

are created and maintained by the Institute of Electrical and 

natural science Engineers (IEEE) LAN/MAN Standards 

Committee (IEEE 802). Rock bottom version of the standard 

was free in 1997, and has had sequent amendments. The 

standard and amendments supply the thought for wireless 

network product mistreatment the Wi-Fi complete. whereas each 

amendment is formally revoked once it's incorporated inside the 

most recent version of the standard, the corporate world tends to 

push to the revisions as a results of they shortly denote 

capabilities of their product. As a result, inside the market place, 

each revision tends to become its own customary. 

 

A.Infrastructure Networks   

An infrastructure network (Fig 1) could also be a wireless 

network that desires the utilization of associate infrastructure 

device, like associate access purpose or a base station, to 

facilitate communication between shopper devices.An 

infrastructure network refers to the hardware and code resources 

of a full network that modify network property, communication, 

operations associated management of Associate in Nursing 

enterprise network. Associate infrastructure network provides 

the communication path and services between users, processes, 

applications, services and external internetworks/the net. 

 

Fig. 1 Infrastructure wireless network 

An infrastructure network refers to the hardware and code 

resources of a full network that alter network property, 

communication, operations & management of an enterprise 

network .An infrastructure network provides the communication 

path and services between users, processes, applications, 

services and external internetworks/the net. 

B. Fortuitous Networks  

A wireless ad-hoc network, to boot known as IBSS - freelance 

Basic Service Set, could also be a network throughout that the 

communication links unit wireless. The second operational 

mode, the freelance mode or the fortuitous mode (Fig 2) is used 

if there are no Access Points (APs) at intervals the network. The 

network is ad-hoc as a results of each node is willing to forward 

data for various nodes, then the determination of that nodes 

forward data is made dynamically supported the network 

property. Typically this can be often in distinction to older 

network technologies throughout that some hand-picked nodes, 
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generally with custom hardware and variously known as routers, 

switches, hubs, and firewalls, perform the task of forwarding the 

knowledge. Minimal configuration and quick preparation build 

fortuitous networks applicable for emergency things like natural 

or human-induced disasters, military conflicts. An ad- hoc 

network could also be designed merely, whereas not the need of 

any planned, mounted infrastructure. To boot, an ad hoc 

network is usually lots of durable than an infrastructure network 

as a result of it does not have any essential device to stay up the 

network property. First, it's rather a lot of difficult and 

complicated to perform routing in fortuitous networks thanks to 

frequent changes at intervals the configuration as a result of host 

quality. 

 

Fig. 2 Ad Hoc wireless network 

Second, it's harder to regulate or coordinate correct operation of 

a commercial hoc network, since every wireless host might have 

its own algorithms to perform activities like time 

synchronization, power management, and packet 

programing.Wireless ad-hoc networks is more classified by their 

application: 

Mobile unintended networks (MANETs) - A mobile unintended 

network (MANET) may be an unceasingly self-configuring, 

infrastructure-less network of mobile devices connected while 

not wires. 

Vehicular unintended networks (VANETs) - VANETs area unit 

used for communication between vehicles and edge 

instrumentation. Intelligent transport unintended networks 

(InVANETs) area unit a form of computing that helps vehicles 

to behave in intelligent manners throughout vehicle-to-vehicle 

collisions, accidents. 

Smartphone unintended networks (SPANs) - SPANs leverage 

the present hardware (primarily Bluetooth and Wi-Fi) in 

commercially offered smartphones to make peer-to-peer 

networks while not looking forward to cellular carrier networks, 

wireless access points, or ancient network infrastructure. 

Internet-based mobile impromptu networks (iMANETs) - 

iMANETs square measure impromptu networks that link mobile 

nodes and stuck Internet-gateway nodes. One implementation of 

this is {often this can be} often Persistent System's Cloud Relay. 

Military / study MANETs - Military/Tactical MANETs square 

measure utilized by military units with stress on security, range, 

and integration with existing systems. 

III. ANALYSIS CHALLENGES OF WIRELESS 

NETWORKS 

Since wireless devices got to be very little and wireless 

networks square measure system of measurement restricted, 

variety of the key challenges in wireless networks square 

measure interferences, absorption and reflection, multipath 

weakening, hidden node disadvantage,shared resource 

disadvantage. 

A.Interferences 

Compared to wired systems, wireless networks square measure 

of subject to magnetism interference. This can be caused by 

different networks or different kinds of instrumentation that 

generate radio waves that square measure at intervals, or close, 

to the radio bands used for communication. Interference can 

degrade the signal or cause the system to fail. 

B. Absorption and reflection 

Some materials cause absorption of magnetism waves, 

preventing it from reaching the receiver, in different cases, 

considerably with aluminous or conductive materials reflection 

happens. This can cause dead zones where no reception is out 

there. Metal discomfited thermal isolation in trendy homes can 

merely prune indoor mobile signals by 10 unit of leading to 

complaints regarding the harmful reception of long-distance 

rural cell signals. 

C. Multipath attenuation 

In multipath attenuation 2 or additional completely different 

routes taken by the signal, because of reflections, will cause the 

signal to wipe out at bound locations, and to be stronger in 

different places (up fade). 
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D. Hidden node drawback 

The hidden node drawback happens in some sorts of network 

once a node is visible from a wireless access purpose (AP), 

however not from different nodes communication therewith AP. 

This results in difficulties in media access management. 

E. Shared resource drawback 

The wireless spectrum may be a restricted resource and shared 

by all nodes within the vary of its transmitters. Information 

measure allocation becomes complicated with multiple 

collaborating users. Usually users don't seem to be aware that 

publicised numbers (e.g., for IEEE 802.11 instrumentation or 

LTE networks) don't seem to be their capability, however shared 

with all different users and therefore the individual user rate is 

much lower. With increasing demand, the capability crunch is 

additional and additional seemingly to happen. User-in-the-loop 

(UIL) could also be another resolution to ever upgrading to 

newer technologies for over-provisioning. 

 IV. SOLUTIONS TO SECURE WIRELESS NETWORKS 

A.Access management 

Unlike within the fields of physical security and data security, 

access management is that the selective restriction of access to 

an area or alternative resource. The act of accessing might mean 

intense, entering, or using. Permission to access a resource is 

termed authorization. Physical access management could be a 

matter of World Health Organization, where, and when. 

Associate in nursing access system determines World Health 

Organization is allowed to enter or exit, wherever they're 

allowed to exit or enter, and after them area unit allowed to 

enter or exit. Traditionally, this was part accomplished through 

keys and locks. Once a door is barred, solely somebody with a 

key will enter through the door, looking on however the lock is 

designed. Mechanical locks and keys don't enable restriction of 

the key holder to specific times or dates. Mechanical locks and 

keys don't offer records of the key used on any specific door, 

and also the keys may be simply traced or transferred to 

Associate in nursing unauthorized person. Once a mechanical 

secret's lost or the key holder is not any longer licensed to usethe 

protected space, the locks should be re-keyed. 

Physical security access management with a hand mathematics 

scanner 

Electronic access management uses computers to unravel the 

restrictions of mechanical locks and keys. Associate degree 

honest vary of credentials as usually wont to replace mechanical 

keys. The electronic access system grants access supported the 

writing given. Once access is granted, the door is unfastened for 

a planned time and so the human activity is recorded. Once 

access is refused, the door remains barred and so the tried access 

is recorded. The system will monitor the door and alarm if the 

door is forced open or management open too long once being 

unfastened. 

B. Application Security 

Application security encompasses measures taken throughout 

the code's life-cycle to forestall gaps at intervals the protection 

policy of Associate in nursing application or the underlying 

system (vulnerabilities) through flaws at intervals the style, 

development, deployment, upgrade, or maintenance of the 

appliance. Applications alone management the type of resources 

granted to them, and not that resources unit of measurement 

granted to them. They, in turn, verify the employment of those 

resources by users of the appliance through application security. 

Security testing techniques scour for vulnerabilities or security 

holes in applications. These vulnerabilities leave applications 

hospitable exploitation. Ideally, security testing is enforced 

throughout the whole computer code package development life 

cycle (SDLC) thus as that vulnerabilities might even be 

addressed in academic degree passing timely and thorough 

manner.Sadly, testing is sometimes conducted as Associate in 

Nursing afterthought at the tip of the event cycle. The 2 kinds of 

automated tools related to application vulnerability detection 

(application vulnerability scanners) unit of measurement 

Penetration Testing Tools (often classified as recorder Testing 

Tools) and static code analysis tools (often classified as White 

Box Testing Tools). 

C. Authentication  

https://en.wikipedia.org/wiki/File:Physical_security_access_control_with_a_fingerprint_scanner.jpg
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An Authentication is that the act of confirming the reality of 

associate degree attribute of one piece of information (a datum) 

claimed true by associate degree entity. In distinction with 

identification that refers to the act of stating or otherwise 

indicating a claim supposedly attesting to an individual or 

thing's identity, authentication is that the method of truly 

confirming that identity. It'd involve confirming the identity of 

an individual by confirming their identity documents, validating 

the genuineness of a web site with a digital certificate, crucial 

the age of associate degree whole by geological dating, or 

guaranteeing that a product is what it’s packaging and labelling 

claim to be. In alternative words, authentication usually involves 

validating the validity of a minimum of one sort of 

identification. The primary kind of authentication is acceptive 

proof of identity given by a reputable one who has first-hand 

proof that the identity is real. Once authentication is needed of 

art or physical objects, this proof may well be a devotee, loved 

one or colleague attesting to the item's root, maybe by having 

witnessed the item in its creator's possession. The second kind 

of authentication is examination the attributes of the thing itself 

to what's best-known regarding objects of that origin. As an 

example, associate degree art knowledgeable would possibly 

explore for similarities within the kind of painting, check the 

situation and sort of a signature, or compare the thing to 

associate degree recent photograph. The third kind of 

authentication depends on documentation or alternative external 

affirmations. In criminal courts, the principles of proof usually 

need establishing the chain of custody of proof conferred. This 

could be accomplished through a written proof log, or by 

testimony from the police detectives and forensics workers that 

handled it. Some antiques area unit among certificates attesting 

to their genuineness. 

D. Authorization  

Authorization is that the operate of specifying access rights to 

resources related to data security and laptop security commonly 

and to access management specially. Lots of formally, "to 

authorize" is to stipulate associate access policy. as an example, 

human resources staff is usually approved to access employee 

records and this policy is often formalized as access 

management rules terribly} very automatic processing system. 

throughout operation, the system uses the access management 

rules to work out whether or not or not access requests from 

(authenticated) shoppers shall be approved (granted) or marginal 

(rejected). Resources embody individual files or associate item's 

data, laptop programs, laptop devices and utility provided by 

laptop applications.  

V. CONCLUSION  

This paper identifies and describes the numerous analysis issues 

and challenges and solutions to beat from issues on wireless 

network on the market among the wireless domain. We have a 

tendency to tend to first presented associate outline of the 

network and repair management taxonomy of wireless network. 

we have a tendency to tend to presented associate outline of a 

comprehensive list of research issues and challenges and their 

solutions of the wireless network like interferences, absorption 

and reflection, multipath attenuation, hidden node 

disadvantage,shared resource problems with the wireless 

networks .In addition the popularity of wireless networks 

growing at a exponential rate, interferences, absorption and 

reflection, multipath attenuation, hidden node disadvantage 

,shared resource disadvantage becomes tougher.  

In conclusion, wireless networks unit of measurement quickly 

becoming a last mode, and user demand for useful wireless 

applications is increasing. By successfully addressing the issues 

and many solutions presented throughout this paper, end users 

will not be unsuccessful. 
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