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Abstract— Steganography is an art of sending hidden data or
secret messages over a public channel so that a third party
cannot detect the presence of the secret messages. The goal of
steganography is different from classical encryption, which
seeks to conceal the content of secret messages; steganography
is about hiding the very existence of the secret messages. In this
paper a new scheme for digital audio steganography is
presented where the bits of a secret message are embedded into
the coefficients of a cover audio. Each secret bit is embedded
into the selected position of a cover coefficient. The position for
insertion of a secret bit is selected from the 0th (Least
Significant Bit) to 7th LSB based on the upper three MSB
(Most Significant Bit). Also to improve the security, we had
used GSM module at receiver end. While extracting data at
receiver end, you have to enter the key, which you had used for
data hiding process. If user given any wrong key then
automatically we are sending message to authorized user as
(Someone is trying to hack your data). This scheme provides
high audio quality, robustness and lossless recovery from the
cover Audio.
Index Terms— Header/Data separation, Location analysis, LSB
substitution, Chaotic Encryption.

INTRODUCTION
Today, crypto-graphical techniques have reached a level of
sophistication
such
that
properly
encrypted
communications can be assumed secure well beyond the
useful life of the information transmitted. In fact, it’s
projected that the most powerful algorithms using multi
kilobit key lengths could not be comprised through brute
force, even if all the computing power worldwide for the
next 20 years was focused on the attack. Of course the
possibility exists that vulnerabilities could be found, or
computing power breakthroughs could occur, but for most
users in most applications, current cryptographic
techniques are generally sufficient.
Why then pursue the field of information hiding? Several
good reasons exist, the first being that “security through
obscurity” isn’t necessarily a bad thing, provided that it
isn’t the only security mechanism employed.
Steganography for instance allows us to hide encrypted
messages in mediums less likely to attract attention. A
garble of random characters being transmitted between two
users may tip off a watchful
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3rd party that sensitive information is being transmitted;
whereas baby pictures with some additional noise present
may not. The underlying information in the pictures is still
encrypted, but attracts far less attention being distributed in
the picture then it would otherwise.
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Fig 1: Tentative Model
The technique is compared with previous techniques as
applied to simulated and unwanted parameters ie, mean
square error and peak signal to noise ratio will be
calculated for performance evaluation.
II. LITERATURE OVERVIEW
2.1.1 LSB: LSB [5], [6] is one of the earliest and simplest
methods for hiding information in audio signals. It is the
commonly used technique for audio steganography. In LSB
encoding, the least significant bits of the cover
media/original audio is altered to include the secret
message. Even though this is a simple method, an attacker
can easily extract the secret message from the stegano
object.
2.1.2 Parity coding: Parity coding technique [3], [4]
operates on a group of samples instead of individual
samples. Here individual samples are grouped and parity of
each group is calculated. For inserting message bit one by
one, check the parity bit of a group of samples. If the parity
bit and message bit matches do nothing. Otherwise change
the LSB's of any one of the individual samples in that group
to make the parity bit equal to the message bit.
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2.1.3 Echo hiding: In echo hiding [7] method data is
embedded in the echo part of the host audio signal. The
echo is a resonance added to the host signal and hence the
problem with the additive noise is avoided here. While
using echo hiding three parameters are to be considered:
they are initial amplitude, offset (delay), and decay rate, so
that echo is not audible. The main disadvantage of this
method is lenient detection and low detection ratio. Due to
its low embedding rate and low security no researches are
going on echo hiding technique.
III PROPOSED METHOD THEORY
Initially the secrete message has to encrypted with some
standard encryption algorithm with a key supplied by the
sender and shared with the receiver. Then the position for
insertion inside the sample of the carrier audio file has to be
selected based on the decimal value of first 3 MSB bits.
Suppose, first 3 MSB bits’ of a sample are 100 (decimal
value is 4), then one bit of the secrete message has to be
inserted at the 4th position of the corresponding sample of
carrier audio file. After the decimal value for 3 MSB bits
are considered for the next sample and similarly the next
secrete bit has to be put at the decimal valued position and
the process will be repeated for each bit in the secrete
message till the full secrete message is hidden. The
encoding example is as shown in fig. 2.

 Convert each audio sample into a 16 bit sequence.
 For each audio sample value
 From the carrier sample first (MSB) 3 bits to
be read and converted into decimal value.
That generated values is the insertion
position of the secret bit inside that audio
sample.
 Insert a secret bit into a selected position
which was determined by the previous step.
 Repeat the steps until all the secret bit values
are replaced.
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Fig 2. Bits of a secret Message are embedded in a 16-bit CD quality sample
using the proposed method

Algorithm for encoding
Input: Audio file in WAV format to use as carrier and the
Secret Message to hide as text file, a key for encryption.
Output: Stego Audio File containing hidden message
The steps are as follows: The secrete message has to be encrypted using a key
supplied by the sender and shared with the receiver.
Consider the binary of the cipher text of the secrete
message to be hidden. If the secret message is in text
then convert it into the respective ASCII [4] value
and after that it will be converted into binary
pattern.
 Read a secret bit from the sequence to hide.
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Chaotic Encryption Scheme:
The broad chaos encryption method is the simplest
technique to encrypt video data or message by chaotic
equation. This method can facilitate to discover some
essential information and establish the crucial stage of
security. The advantage of chaotic encryption is High level
security. The encryption is achieved by iteration. Simplest.
No short cuts are available. Whereas the requirement of
large cipher storage and slow in speed are considered the
major disadvantages. The properties of chaos are slightly
producing some changes in the entire.
cryptography. Sensitive on initial stage and topology
transitivity are the properties in it. In an initial condition,
chaotic is always sensitive. Hence it will produce a slight
difference in trajectory. It gives the totally different
trajectory sectional value. Identical trajectory only can
produce the same values. The topology transitivity defines
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that the state points reside in a bounded space state and
approaches.

Process Flow

selective positions to be generated by the encoding
process), it can be considered as better and efficient method
for hiding the data. This proposed system will not change
the size of the file even after embedding and also suitable
for any type of audio file format. Also the encoding and
decoding techniques are similar to be implemented.
Though it is a well built system, it has been limited to some
restrictions. Quality of the sound depends upon the size of
the audio file selected by the user and the length of the
message to be hidden. There are a number of ways that this
project can be extended. Its performance can be upgraded
to higher levels by using a better algorithm for encoding
and decoding. Instead of having random insertion point
generated by the decimal conversion of 3 MSB bits we can
use a secret bit pattern to make this algorithm more secure.
While extracting data, user has to enter the secret key. We
had used GSM module in case of any incorrect key we are
sending message to authorized person.
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images
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Where the sum over j, k denotes the sum over all pixels in
the image and N is the number of pixels in each image.
From that the peak signal-to-noise ratio is defined as the
ratio between signal variance and reconstruction error
variance. The PSNR between two images having 8 bits per
pixel in terms of decibels (dBs) is given by:
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