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used attacking strategies, a researcher might have a better
realization of how MANET could be vulnerable to the
attackers, and thus leads to the development of more
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ABSTRACT
Authentic security measures for securing them [2]. The
Mobile ad-hoc networks (MANET) have grown as a major primary objective of this study is to enquire some of the
next generation wireless networking technology. This significant issues that might be related to security attacks in
network is a network of mobile stations with dynamic nature. MANET and various existing detection and mitigation
Here each node behaves as a router for routing the data to methods [3].
other nodes. Because of its dynamic structure, security has
become a main concern to provide safe communication
among various nodes in ad hoc networks. There are various
challenges in security design as ad hoc network is a not
centralized network. MANET has five layers and each of
these layers is susceptible to many attacks. In this paper we
talk about large number of attacks and their security
mechanisms.
I. INTRODUCTION
Wireless networks are categorised into two major categories:
infrastructure based networks and infrastructure less
networks. The infrastructure based networks uses the static
base stations which are responsible for providing
communication between two or more mobile nodes.
Infrastructure less wireless networks is a kind of network in
which mobile nodes communicates without any central
coordinator. MANET (Mobile ad-hoc network) comes under
the non-infrastructure or infrastructure less wireless
networks. The word ad-hoc means temporary such that a
mobile ad-hoc network is not a permanent network of
different mobile nodes with no central coordinator [1]. These
networks are not based on any hardware. A MANET is a
autonomous network in which each node behave as a router
to route message to another node that are not inside the same
communication area. MANET follows a dynamic structure
because in this every node can move randomly in the network
[2]. Thus, a node often can change its connection to another
node. Due to its dynamic configuration MANET has many
applications i.e. in military area, natural disaster recovery,
rescue operations etc. MANET can also used in the home,
office or a small region of city. Though, MANET supports
portability and mobility but is more susceptible and
vulnerable to different types of security attacks. MANET not
only acquires all the security attacks found in both wireless
and wired networks, but also some unique security attacks are
also introduced by itself. By the knowledge of some normally

Figure1. Mobile Ad hoc Network

II. ATTACKS IN MANETS
Mobile ad-hoc networks (MANET) are susceptible to large
number of attacks not only from outside but also within the
network i.e. from inside. The attacks in MANET are
classified into two broad categories:
A. Active Attacks
Active attacks interrupt the procedure of communication in
the network. An active attack could cease the communication
among the nodes. An active attack can change the data
packet or lose the packet in the network. Thus active attacks
interfere the general functionality of mobile ad-hoc network
(MANET).
1. Jamming attack
Jamming attack is a kind of denial of service(DoS) attack.
This attack uses a word jammer. Jammer means a single
entity which deliberately blocks the methods of valid
wireless communication. It is a active attack because of its
actions. In this attack, a radio signal is interfered or jammed
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which leads to the message to be corrupted or dropped. The
attacker node having a strong transmitter cause that the
produced signal will be strong enough to violate the
communications and can easily break the directed signal
[5]. This attack is developed after deciding the
communication frequency.
2. Blackhole attack
In this type of attack, attacker node declares that it has an
optimal route to the node whose data packet it wants to
utilize. On receiver side, attacker node sends a fraud reply
through a very short route. If the node has been capable to
create its place between the communicating nodes, then it
can do anything with the data packets which are passing
between them [1]. A black hole node behave as having a
route with the maximum sequence number to the destination
node. The black hole node falsely publicizes the shortest
route to the destination node with the objective to attract data
packets and loss them [1].
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Fig 3: Grey hole Attack
4. Wormhole
Two attacker nodes are present in the network in this type of
attack which generates a tunnel. An attacker node gets the
data packet from one point in the network and route it to
other attacker node. The tunnel live between two attacker
nodes which is known as wormhole. Wormhole sets the
attacker nodes in a very good situation as compared to other
nodes. The attacker node could use this situation in many
ways. In this attack, the attacker node obtains the data
packets from one location and copies them without any
modification at other location or inside the same network.

Fig 2: Blackhole attack
3. Greyhole attack
Greyhole attack is a particular type of blackhole attack. In
this type of attack, an attacker acts as a part of the routes of
the network such as gets the route and then drops data
packets in a selective way [2]. One can’t assume the
probability of dropping data packets. In this attack, attacker
node first agrees to route packets and then deny to do so,
which leads to losing of data packets.
The Gray Hole attack has two stages: In the first stage, an
attacker node manipulate the ad-hoc on demand distance
vector (AODV) protocol to behave as having a legal route to
the destination node, with the aim of disturbing the data
packets, even though the route is false. In the second stage,
the attacker node drops the disturbed data packets with a
certain chance. This type of attack is more complex to find in
comparison of black Hole attack in which the attacker node
drops the obtained data packets with surety.

Fig 4: Wormhole Attack
5. Sinkhole attack
In this type of attacks, an attacker node gives false routing
information in order to show itself a particular node and thus
obtains all network traffic. Once obtaining the all network
traffic complicated packet traffic, it alters confidential
information i.e. drop the packet or modify the data to build
network complicated. An attacker node tries to draw the safe
data from all adjacent nodes.
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Fig 5: Sinkhole Attack

Fig: 6 Session Hijacking

6. Rushing Attack
Rushing attack can also be called novel attack or denial of
service attack. In this attack, an attacker node obtains a route
request packet from the source node and directly floods it
over the network before other nodes which also obtains the
same route request packet. Rushing attacks are usually
against the on-demand routing protocols.
7. Sybil Attack
In mobile ad-hoc network MANET, the medium for
transmission of data packets is air and they don’t have a
centralized node to manage the network. Thus the routing
depends on some unique node address. This feature of
MANET can be utilized by the attacker for using fraud
identities. This means the attacker can either use a identity of
legal node or a random identity. This type of attack is called
Sybil attack.
In Sybil attack, an attacker may generate multiple fraud
identities. The attacker node may introduce itself as a large
number of nodes rather a single node. These fraud identities
are known as Sybil nodes.This attack may induce lots of data
packets to be routed in the direction of fraud nodes.

8. Jellyfish Attack
Jellyfish attack is a type of denial of service attack and
normally comes under the passive attack. Jellyfish attack
creates delay during the reception and transmission of data
packets in the network. This attack is not easy to find.
Jellyfish attack is like the black hole attack, the only
difference is, in black hole attack attacker drops all data
packets while in jellyfish attack node creates delay during
transmission of data packets.

II. ATTACKS AT APPLICATION LAYER
1.) Repudiation attack
Repudiation attack refers to denial of receiving or
transmitting the data packet. In this type of attack, either a
receiver refuse that he gets a data packet or a sender may
refuse that he sends the packet.
B. Passive Attacks
A passive attack is an unauthorized hearing the information
to the network. It does not alter the information which is
transmitted within the network. A passive attacker gets the
information exchanged in the network without interrupting
the procedure of communication. Passive attack is not easy
to find because communication operation itself does not get
affected. Powerful encryption algorithm can be used to
manage these types of attacks in which data is encrypted for
transmission. Passive attacks can be further categorised into
two categories:
1. Eavesdropping
Eavesdropping means preventing and reading the messages
by an unauthorized person. The unwanted receiver can easily
interrupt the communication which is on wireless medium by
adjusting to appropriate frequency. The primary objective of
eavesdropping is to steal the information which is kept
hidden during the communication. This hidden information
can be public key, private key or password.

I. ATTACKS AT TRANSPORT LAYER
1.) Session Hijacking
In this type of attack, the attacker node seeks to get
confidential information which could be secret key, password
etc. and other important data. An attacker produces a fraud ip
address and gets the right sequence number. This attack
objectives at gathering confidential data about the nodes.

Fig 7: Eavesdropping
1.) Traffic Analysis
In this type of attack, traffic patterns and data packets both
are significant for an attacker. The attacker can get the secret
information about network topology by examining the traffic
pattern. By using this attack, an attacker may determine
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about network topology, source and destination nodes and
location of nodes.
[14]

CONCLUSION AND FUTURE WORK
The dynamic nature of MANET makes it vulnerable to
attacks at different layers. One of the mostly attacked
MANET layer is network layer. So, there is a need for secure
environment for transmission of secure communications. In
this paper, I have done a survey on network layer attacks and
their possible detection mechanism. In future there can be
several ways to defeat these protection mechanisms. So this is
a further more potential area of research in which more
powerful detection mechanisms can be invented.
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