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Abstract
A Wireless ad-hoc network is a temporary network set up by
wireless mobile computers (or nodes) moving self-assertive in
the spots that have no system foundation. Since the nodes
communicate with each other, they cooperate by forwarding
data packets to other nodes in the network. Security is one of
the major issues in MANET due to dynamically changing
topologies, lack of centralized monitoring, open medium and
bandwidth constraint. Black hole and gray hole attacks are
DOS attacks that pose a great threat to the network integrity.
To eliminate the effects of Gray hole attack, we have proposed
a packet update scheme in which we fetch information from
the neighbors for the enquiry of the suspected nodes in the
network. Proposed scheme eliminate the gray hole affects by
finding all the malicious nodes which are present in the
network and send broadcast to whole network for elimination
of malicious nodes. Throughput and delay are the parameters
for the performance measurements of the network. The
simulation work is carried out by OPNET Modeler.
Keywords: Wireless Ad-hoc Network, Black Hole Attack,
Simulation, Security, AODV, OPNET
I.

of threat today. Two of the most common DoS attacks are
Gray hole and Black hole attacks in MANET. In Black
hole attack, the malicious node generates and propagates
fabricated routing information and advertises itself as
having a valid shortest route to the destined node [3]. If the
malicious node replies to the requesting node before the
genuine node replies, a false route will be created.
Therefore, packets do not reach to the specified destination
node; instead, the malicious node intercepts the packets,
drops them and thus, network traffic is absorbed [4]. Gray
hole attack is an extension of Black hole attack in which a
malicious node’s behavior is exceptionally unpredictable.
A node may behave maliciously for a certain time, but later
on it behaves just like other ordinary nodes. Both Black
hole and Gray hole attacks disturb route discovery process
and degrade network’s performance [5].

INTRODUCTION

Mobile ad hoc networks (MANET) are an infrastructure
less network which consist of several movable nodes which
communicate and coordinate with each other to transfer
packets within the network. Nodes rely on each other due
to limited bandwidth. They are mostly applicable in
disaster relief operations, military applications; mine cite
operations and collaborative computing. Routing is the
mechanism of finding the most efficient path towards the
destination. The efficiency of the path is measured by
various metrics such as number of hops, traffic security etc.
Each node has limited communication range in the network
and it node acts as a router to forward packets to another
node. It is rapidly deployable and highly adaptive in nature.
Nodes have high mobility and communication is done via
radio broadcast medium. Among all research issues,
though, one of the essential research issues in MANETs is
security; Denial-of-Service (DoS) attacks are a major class

Figure: 1 Mobile Ad hoc Network
II. RELATED WORKS
Research related to MANETs covers many topics such as
routing, security, and defence strategies against threats like
black hole attacks. This section gives a brief discussion of
some of the research that is closely related to the topic of
this paper.
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Marti et al. [2] presented a method that uses Watchdog and
Pathrater to detect black hole attacks. The Watchdog
enables neighbour nodes to overhear and detect malicious
nodes. Watchdog makes it possible to detect malicious
nodes by finding nodes that are deliberately discarding
packets. Pathrater assigns a default value to each node and
then observes the transmitting behaviour of each node. The
value for each node changes based on the transmitting
behaviour of that node. After a period of time, if the value
for a node is below a certain threshold, the node will be
added to the list of black hole nodes. These methods have
the same defection to find malicious node, when the
neighbour reply wrong observing message. In other words,
this method cannot handle collaborative attacks. If the
neighbor nodes collude with each other, they may be able
to avoid detection.
Lu et al. [3] proposed the SAODV black hole detection
scheme for MANETs that is designed to address some of
the security weaknesses of AODV and withstand black
hole attacks.
Deswal and Singh [4] created an enhanced version of
the SAODV protocol that includes password security for
each of the routing nodes and routing tables that are
updated based on timeliness.
Ramaswamy et al. [5] proposed a method for identifying
multiple black hole nodes. They were the first to propose a
solution for cooperative black hole attacks. They modified
the AODV protocol slightly by introducing a Data Routing
Information (DRI) table and a cross checking mechanism.
Each entry of the node is maintained by the table. This
method uses the reliable nodes to transfer the packets.
Hongmei Deng et al. [6] proposed a methodology that asks
every intermediate node to return next hop information
along with the RREPs once a route to a destination has
been determined. The source node does not transmit data
packets to an intermediate node immediately. Instead, the
source node waits for the RREPs and the next hop
information and then sends Further Request to the next hop
in order to determine if there is a route between it and the
intermediate node and also to determine if there is a route
to the destination. The source node receives Further Reply
from the next hop. If the answers are yes for both questions,
then the route is built. If the answer to either of the
questions is no, then the source node will send an alarm
packet to alert other nodes on the network. This
methodology has an obvious drawback though. It only can
address a single black hole. It cannot prevent cooperative
black hole attacks if the next hop colludes with the former.
In a situation like this, the source gets the wrong message.
Most of the research papers above discussed methods for
avoiding black hole attacks against MANETs that are based
on the AODV protocol and other protocols. However, our
proposed mechanism is a new solution that provides high
performance and prevents black hole attacks on the AODV
protocol.

III. AODV PROTOCOL
The Ad hoc on demand distance vector routing protocol is
one of the widely used routing protocols in MANET. The
route is established only when it is desired by the source
node for transmitting data packets. Whenever a node
requires a route to the destination, a route discovery
process is initiated. The source node floods the Route
Request packet to its neighbours as shown in fig. 2. The
Route Request packet contains source identifier,
destination identifier, source sequence number, destination
sequence number, broadcast ID and TTL (Time to live).
The intermediate node either forwards the packet or
prepares a Route Reply if it has a fresh or valid route to the
destination. This validity is determined by comparing the
sequence number of intermediate node with the destination
sequence number of Route Request packet. The destination
node or the Intermediate node that has the freshest route
sends the Route Reply message back to the source node in
the reverse path (fig 3). The source node receives many
Route Reply packets and the fresher and shorter path is
selected to send the data packet.

Fig. 2 Propagation of Route Request message

Fig. 3. Path of Route Reply Message
IV. Gray Hole Attack
Gray Hole attack is a variation of the black hole attack in
which the malicious node may behave as an honest node
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first during the route discovery process and then may
change its state to malicious and vice versa. This malicious
node may then drop all or some of the data packets. The
gray hole attack is difficult to detect due to congestion,
overload and also due to malicious nature and ability of
changing states.

Figure 5: Overall simulation with random waypoint
model for mobility

VI. PROPOSED ALGORITHM

Fig. 4: Gray Hole Attack
V. RESEARCH METHODOLOGY
This research concern to providing solution for the gray
hole problem by using multipath algorithm resulting in
regaining of the average no. of hops by excluding the
attacker nodes. Research has started with creating a
MANET in the OPNET simulator by using Random
Waypoint mobility Model for providing mobility with
AODV as routing protocol as described in figure 5. Basic
parameters like, speed of nodes, mobility rate energy
carrying capacity, buffer size and average error rate for
AODV have been used. Mobility for all the nodes is
random waypoint and the trajectory selected for the nodes
movement is Vector.

To avoid the gray hole attack, proposed algorithm has been
implemented in scenario affected by gray hole attacks and
this tried to normalize the scenario to its original state.
Proposed algorithm, randomly generate a number in
between 0 to maximum number of nodes and make the
node with same number as transmitter node as gray hole
attack is done by transmitter and receiver so have to decide
the transmitter and receiver. Then generate the route from
selected transmitting node to any destination node with
specified average route length. After this it will send packet
according to selected destination and start timer to count
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Now to find out exact malicious node, there is need to
repeat the whole algorithm if more than one node is
misbehaving and that will take time and resources. So to
avoid this condition, transmitter will be seeking help from
directly connected neighbours. Neighbours can tell the
history of particular node under suspect. The node which is
not involved in any of the previous activity considered to
be the malicious node. Malicious nodes have been
blacklisted by the nodes and hence they are not involved in
future routes.
SN: Source Node
DN: Destination Node
IN: Intermediate Node
TH: Threshold
D_Seq : Destination Sequence Number
Seq: Sequence Number

Figure 6: Proposed Algorithm Overview
hops and delay. By repeating the whole process up to this
point will be required as to store routes and their hops and
delay. Now for detection of malicious node; if the hop
count for a particular route decreases abruptly for average
hop count then at least one node in the route must be
attacker. Algorithm checked the delay of all previous
routes which involve any on node of the suspicious route.
The node not encounter previously should be malicious.

1. SN broadcasts RREQ to all Nodes
2. IN receives RREQ and forwards until reach DN
3. DN receives RREQ from SN or IN
4. DN gets Seq from RREQ and verifies with Seq in its
routing table
5. If Seq of RREQ is greater than Seq of its routing table
6. DN selects Seq of RREQ and plus one
7. Else
8. DN selects Seq of its routing table and plus one
9. If number of packet drop is large then start discovery of
malfunctioning nodes.
10. Source and destination will be decided. Randomly
Generate a Number in between 0 to maximum number of
nodes. Initiate a source by making transmitter node same
selected.
11. Generate the Route from selected transmitting node to
any destination node with specified average route length.
12. Send packet to destination
{
13. Start timer (Record (Hop Count, Delay))
14. Counter (Threshold (Hop Count, Delay))
{
15. Store (Route, Hop Count, Delay)
Continue the process
}
16. Gray hole Detection
{
17. Hop count < Threshold Then Check Delay
}
18. Malicious Node Selection N is the number of nodes.
{
19. If N = 1 Then it is the attacker Else Send Route Query
to neighbours
{
20. If neighbour detect similar malfunctioning Then mark it
malicious.
21. Else
{
22. Repeat process
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}
23. Send gray_ announcement message to all nodes. Any
node receives gray_ announcement message it removes
gray hole node id from its neighbour table and Routing
Table.
24. If any forwarding node receives gray_ announcement
message it will send RERR message to source. It will
reinitiate route discovery process, and find the new path to
the destination without gray hole node.
25. End.

experimentation delay is low and with solution of gray hole
delay comes to normal.

VII. RESULTS
Basic parameters used for experimentation with OPNET
simulator. Area for communication is 2000 × 2000 meters
with 60 mobile nodes. The performance comparison of
three scenarios in term of throughput is explained in figure
3 The overall simulation performance is presented in
nutshell in the following table, which indicates that the
elimination of gray-hole attack scenario provides the better
results and try to normalize the gray-hole effected network
to its normal state as close as possible. The Throughput
represents the packets travels from source to destination. In
first scenario of our experimentation, packets travels are
shown as throughput with peak value of approx. 268678
and it is represented as bits per second. In second scenario
which is with gray hole attack, packets drops which are
represented as throughput, decreases to value of approx.
188933 bits per second.

Figure 7: Delay variation for three scenarios

CONCLUSION
The main concern of this work to show the performance of
AODV under normal surroundings, under gray hole attack
and performance after elimination of gray hole attack in
term of delay, throughput and traffic received. The network
performance with gray hole attack in term of throughput
decreases around 188933 bits per second. By our proposed
approach, we have recovered around 234544 in throughput.
The network performance with gray hole attack in term of
end to end delay increases around 54% and with our
proposed approach, we have recovered around 45% in
delay.
Concept has shown improved results after
elimination of the gray-hole attack in the simulation.
Elimination of malicious nodes takes place on Network
layer by broadcasting the information of malicious nodes.
Overall, elimination of gray hole attack has been done so
that ad-hoc communication can be normalized as normal
communication. It will be very useful in saving a lot of
resources for mobile ad-hoc communication as we have
used unicasting process instead of broadcasting which
saves resources as malicious nodes are only detected
through partial multicasting process.

Figure 6: Throughput variation for three scenarios
This drop of packets in form of throughput is due to the
gray hole effect as in case of gray hole packet drop
increases as explained in this s scenario with throughput
decrease. The recovery of the throughput takes place with
proposed mechanism by elimination of the gray hole attack
as throughput comes to similar to the normal scenario.
Similarly delay decreases due to the gray hole introduction
into the second scenario due to the property of gray hole
scenario as in gray hole attack, delay is low so in our
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