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Abstract
In present years a major problem on
today internet user is Denial of service
(DOS) attack. In order to overcome from
this attack, we proposed a technique called
Multivariate Correlation Analysis (MCA).
This can be used to extract the geometrical
correlation between legitimate and the
unknown attack of the network traffic
features. Triangle Area method is used to
enhance and speedup the process of
Multivariate Correlation Analysis. This
makes our solution capable of detecting the
known and unknown attack. In many
instance, Dos attack can be prevented, if the
source IP address is traced back to its origin.
Recently IP Trace Back mechanism called
Packet Marking have been Proposed for
achieving trace backs of Dos attack. In this
paper, we show that probabilistic packet
marking – due to its efficiency it suffers
under spoofing of marking field in the IP
header by the attacker which can slow down
the trace back by the victim. The proposed
system can be evaluated using KDD Cup
Data set.
Index Terms: Multivariate Correlation
Analysis, Denial of Service, Triangle Area

Method, Packet Marking,
Packet Marking, KDD

Probabilistic

1. INTRODUCTION
The most critical problem of today
internet user is Denial of Service (Dos)
attack. Dos are an attempt to make resources
unavailable to the intended users. A Dos
attack generally consists of efforts to
temporarily or indefinitely suspend or delay
services of a connected to the internet.
To maintain the consistency and the
availability of network services, research
community has put a lot of efforts to the
development
of
intrusion
detection
techniques. Benefiting from the principal of
detection, which monitors and flags any
network activity presenting any significant
deviation from their normal profiles as a
suspicious and show more advanced in
detecting zero day intrusion.
Therefore recent works in Dos attack
mainly focus on anomaly-based techniques
and various detection techniques have been
proposed. However, some of these proposed
techniques often suffer high false positive
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rate since the dependencies and correlation
of the features are intrinsically neglected.
A serious problem to fight these DoS
attacks is that attackers use incorrect or
spoofed IP addresses in the attack packets
and hence disguise the real origin of the
attacks. Due to the stateless nature of the
Internet, it is a difficult problem to
determine the source of these spoofed IP
packets, which is called the IP trace back
problem.
While many IP trace back techniques
have been proposed, they all have
shortcomings that limit their usability in
practice. The IP trace back method permits
the routers to encode particular data on the
attack packets. The routers encode the data
based on some programming probability.
The victims can build a set of paths
which are navigated or traversed by the
attack packets when they receive marked
packets in sufficient number. As a result of
this, the location of attacker can be
recognized by the help of victim.

improve detection accuracy, and it is in
danger to attacks that linearly change all
monitored features. This approach can only
label a group of observed samples or traffics
but not individual in the group.
To discover the relationship among
the feature within the observed data objects
with Euclidean Distance Map (EDM).
Euclidean distance and the extracted
valuable correlative information, application
of the multivariate correlation analysis make
Dos attack detection more effective and
efficient. It achieves high detection accuracy
while retaining a low false positive rate.
Moreover, the benefits from a principal of
anomaly detection our Dos attack detection
approach is independent on prior knowledge
of attack and is capable of detecting both
known and the unknown Dos attack.
The proposed Dos detection system
architecture is given in this section,. In this
we discussed about framework and sample –
by- sample detection.
A. Framework
The framework consists of three

2. OVERVIEW
steps
Correlations between any two
distinct features within each single network
traffic record are through this analysis. It
estimates the relationship between two
variables and also plays an important role in
Dos attack. It is based on two ways



Euclidean Distance Map
Triangle Area Map

In this the existing system is
covariance matrix method. To find the
correlation between sequential samples we
go for this approach. These approaches

Step 1: Monitoring and analyzing network to
reduce the malicious activities only on
relevant inbound traffic. To provide a best
protection for a targeted internal network.
Step 2: In this step to extract the correlation
between two distinct features within each
traffic record. The distinct features are come
from step 1 or “feature normalization
module”.
All the extracted correlation are
stored in a place called “Triangle area
Map”(TAM), are then used to replace the
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original records or normalized feature record
to represent the traffic record. Its
differentiate between legitimate and
illegitimate traffic records.

used for future comparisons with new
incoming investigated traffic record.

Step 3: The anomaly based detection
mechanism is adopted in decision making.
Decision making involves two phases

The triangle area based MCA
approach is applied to analyze the record.
Assume that there is a set of g the training
records are

 Training phase
 Test phase
Normal profile generation is work in
“Training phase” to generate a profile for
individual traffic record and the generated
normal profile are stored in a database. In
test phase “tested profile generation” are
used to build profiles for individual
observed traffic records. Then at last the
tested profiles are handed over to “Attack
Detection” it compares tested profile with
stored normal profiles. This module
distinguishes the Dos attack from legitimate
traffic.
B. Sample-by-Sample Detection
The group based detection technique
maintained a high probability in classifying
a group of sequential network traffic
samples
than the
sample-by-sample
detection mechanism. This proof was based
on assumption that the samples in a tested
groups are belongs to same distribution. It is
difficult to predicate traffic which is belongs
to same group.

A. Normal profile Generation

𝑛𝑜𝑟𝑚𝑎𝑙

𝑋 𝑛𝑜𝑟𝑚𝑎𝑙 = 𝑥 1

𝑥 2𝑛𝑜𝑟𝑚𝑎𝑙 ….𝑥 𝑔𝑛𝑜𝑟𝑚𝑎𝑙

B. Mahalanobis Distance
Measuring
the
distance
between a point P and distribution D. it is a
multi dimensional generalization of the idea
of measuring many standard variations away
P is from the mean D. This is zero if P is at
the mean of D, and grows as p moves away
from the mean
𝐷 𝑥 =

𝑥 − 𝜇 𝑡𝑆 − 1 𝑥 − 𝜇

C. Threshold selection
It is used to separate attack traffic
from the legitimate one
Threshold = 𝜇 + 𝜎 ∗ 𝛼
D. Attack Detection
To detect Dos attacks, the lower
triangle of TAM of an observed record
needs to be generated using the future
triangle- area-based MCA approach

To overcome the above problem we
can classifying the group individually .This
benefits are not found in group based
mechanisms.
3. RELATED WORK
Detection
Mechanism
include
threshold based anomaly detector, their
normal profiles are generated using purely
legitimate network traffic records and it is
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Begin

Select most significant features
and their position in the
difference map

Check feature
number>pre-set

number
Calculate mean and
covariance for normal
& attack packet

Calculate projection
matrix

training and testing based on the new data.
The idea behind TANN is to extend the
centroid-based and nearest neighbor
classification approaches. Specifically, we
assume that
All the centroid over a given dataset
has their bias capabilities for distinguishing
both similar and dissimilar classes. That is,
the distance between an unknown data and
its nearest centroid and other distances
between this unknown data and other
centroid can be all considered for
classification. Therefore, in the feature
space, an unknown data with any two
centroid can result in a triangle area, thus
TANN is proposed and intended to be able
to improve classification performances over
the centroid-based and nearest neighbor
approaches. In particular, using the triangle
area as the feature space for classification is
the novelty of this paper.
A

Discard n smallest
feature in
projection matrix

B
E

Obtain the final most
significant features and
their position in the
Mahalanobis distance

C
Xi
D

Begin

Fig. 1 An example of forming triangle areas
4. IMPLEMENTATION
A. The Triangle Area Based Nearest
Approach
The proposed approach (TANN) is
composed of three stages, which are
clustering centers extraction, the new data
formation by the triangle area, and K -NN

New Data Formation by Triangle Areas
To calculate a triangle area in the
feature space, three data points need to be
provided. In this stage, two cluster centers
obtained by k-means and one data point
from the dataset are used to form a triangle
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area. Fig. 1 shows an example of the five
cluster centers (A, B, C, D, and E) and one
data point (Xi). Subsequently, ten triangle
areas are obtained to form a new feature
vector for the data point (Xi). That is, XiAB,
XiAC, XiAD, XiAE, XiBC, XiBD, XiBE,
XiCD, XiCE, and XiDE.

New Data

Training
data

Testing data

Training kNN

the source router address can be fetched and
send back to the actual router. Now the
router checks the packets and re-transmits
the packet to the actual destination.
With this implementation, an
accuracy of 95% can be achieved to identify
the actual attack path.
Second
approach
considered
in
probabilistic packet marking is edge
marking and here the IP address of two
nodes are required to mark the packets. This
approach is much complicated when
compared to marking the IP address of the
router, where much state information of the
packet is required in the former case.
The attacked graph edges are encoded by
the packets in random. The encoded
information is used to construct the new
graph. The graph obtained newly should be
as that of the older attacked graph.

k-nn
Classifier

Fig 2 Training & testing KDD-N
B. Resolved Probabilistic Packet Marking
The algorithm of PPM is implemented
very specially using two different
procedures:
• Graph reconstruction procedure
• Packet marking procedure
It is defined to be the most famous
packet identification techniques. In this
methods, the packets are marked with the
router‟s IP address from which they
traversed or the path edges from which the
packet is being transmitted.
Marking the packets with the router‟s
address is the best approach when compared
to the two alternatives provided here, where
if a packet is lost of affected with any attack,

The PPM algorithm constructs the new
graph where as the graph attacked consists
of the set of paths where the packets are
traversed.

A1

A2

A3

R6

R1

R4

R2
R3

R5

V

Fig. 3 The attacked graph containing the
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For each packet Pkt
t  t-1
if t0 > th
 t0 – t
else
h 1; t t0
let r be a random number in (0,1)
if r<= 1/h
write 0 into pkt distance and R into pkt

path attacked

The view of network can be defined as a
directed graph having G = (V, E), here E
represents the edges set, and V represents
the nodes set. The single host that is under
attack can be considered as V. The origin
of all the potential attacks is at Ai which is
represented as a leaf in tree that is being
embedded at V, and there are routers in the
path namely Ri that are present among Ai
as well as V. The routers ordered list that
is between Ai and V having the packets
traversed is considered as the “attack path”
which is represented in the figure1 with a
dotted line in the above figure1 it is (R1,
R2, R3). The number of routers that are
present in between the Ri and V in a path
is considered as the “distance” which is
represented in the figure for the path R3,
R1, R2. Those packets that are utilized in
the attacks of DoS are considered as the
„attack packets‟.
Marking procedure to be followed at
router „R‟:

Fig. 4 Packet marking procedure
Procedure

to

else
if pkt distance = 0 then
write R into pkt end
increment pkt distance

Fig.5
Resolved
Techniques

Packet

Marking

Here, t is the TTL value being marked, tp
is the maximum path length and h is the
maximum remaining distance that packet
would traverse.
The design of packet procedure is as
follows:
MARKING FIELD

DATA

TTL START END DISTANCE DATA

for each packet w
assume that x be a random number from
[0..1]a
if x < pm then
write 0 into w.distance and R into w. start
else
f w.distance = 0 then
write R into w.end
increment w.distance

Resolved Marking
followed at router „R‟

start

be

Fig. 6. Design of packet marking
5. RESULT AND DISCUSSION
In the proposed algorithm the marking
probability depends on TTL (Time to Live).
The average number of marked packets
required for a correct graph reconstruction
against different values of marking
probability has been decreased by the
Resolved PPM when compared with PPM
algorithm. The time required to reconstruct
the graph also decreases compared to PPM
algorithm.
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7. REFERENCES

The above figure said that the whether the
request is attack or not. It gives the detail
about from which ip address the request are
came, and save the new request and verify
its known attack or unknown attack.
6. CONCLUSION
The problem in our paper however,
can be solved by utilizing statistical
normalization technique to eliminate the
bias from the data. This technique extracts
the geometrical correlations hidden in
individual pairs of two distinct features
within each network traffic record, and offer
extra true characterization for network
traffic behaviors. Evaluation can be
conducted using KDD data set to give a
effective performance. The results have
discovered that when working with nonnormalized data, our detection system
achieves maximum 95.20 percent detection
accuracy although it does not work well in
identifying Land, Neptune, and Teardrop
attack records.
The proposed system
achieves equal or better performance.
To be part of the future work, we
will further test our DoS attack detection
system using real-world data and employ
more sophisticated classification techniques
to further alleviate the false-positive rate.
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