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Abstract- Data optimization is a method for reducing the

amount of storage space an organization and wants
To protect its data in most companies the data
storage system contains same copies of many parts
of data for example some file may be appear in
several different part by different users. Deduplication reduced this unwanted copies by saving
only one copy of data and exchanging the other
copies with reference that parts to first copy. Also in
this paper we provide the two step authentication
scheme for user to protect user privacy against
different types of attacks. Also we provide data
privacy, integrity, authorization techniques for data
storage in cloud.
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I.
INTRODUCTION
Cloud computing provides a low-cost, scalable,
location-independent
infrastructure
for
data
management and storage. Owing to the population of
cloud service and the increasing of data volume, more
and more people pay attention to economize the
capacity of cloud storage than before .Therefore how
to utilize the cloud storage capacity well becomes
important issue nowadays [20].
Types of Cloud Deployment Model.
1) Private cloud: - Private cloud is cloud
infrastructure operated solely for a single
organization, whether managed internally or by a
third-party, and hosted either internally or
externally.[2] Undertaking a private cloud project
requires a significant level and degree of engagement
to virtualized the business environment, and requires
the organization to reevaluate decisions about
existing resources.
2. Public cloud: - A cloud is called a "public cloud"
when the services are rendered over a network that is
open for public use. Public cloud services may be
free.[6] Technically there may be little or no

difference between public and private cloud
architecture, however, security consideration may be
substantially different for services (applications,
storage, and other resources) that are made available
by a service provider for a public audience and when
communication is effected over a non-trusted
network.
3. Hybrid Cloud: - Hybrid cloud is a composition of
two or more clouds (private, community or public)
that remain distinct entities but are bound together,
offering the benefits of multiple deployment models.
Hybrid cloud can also mean the ability to connect
collocation, managed and/or dedicated services with
cloud resources.
We proposed a scheme for hybrid cloud deployment
model.

Fig 1.Strucutre of Hybrid Cloud
II.MOTIVATION
Cloud storage services are becoming very
popular now a day. Cloud provides a better way of
storage with efficient cost. One major problem with
cloud is to manage huge amount of data. In order to
manage data de-duplication technique is used.
Although, de-duplication has many advantages but it
has some security issues. This motivates us to
propose a model which manage the security issues of
de-duplication and provide authorized de-duplication
in cloud.
III. RELATED WORK
Data de-duplication is a technique for eliminating
duplicate copies of data, and has been broadly used in
cloud storage to reduce upload bandwidth and storage
space. Predicting as it is, a coming up challenge to
perform secure de-duplication in cloud storage.
Although convergent encryption has been widely
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adopted for secure de-duplication, and it is a critical
issue of making convergent encryption practical for
reliably and efficiently manage a huge number of
convergent keys. Our paper makes the first and best
attempt to formally address the problem of achieving
efficient and reliable key management in secure deduplication [17]. We firstly introduce a standard
methodology in which each and every user has their
own separate master key for encrypting the
convergent keys and outsourcing them to the cloud
storage. However, we had a baseline or standard key
management scheme which creates a huge number of
keys as the users growing rapidly and requires users
to enthusiastically protect the master keys. Storage
efficiency functions such as compression and deduplication afford storage providers‟ better utilization
of their storage backend and the ability to serve more
customers with the same infrastructure. Data deduplication is the process by which a storage provider
only stores a single copy of file owned by several of
its users. There are four different de-duplication
strategies, depending on whether de-duplication
happens at the client side (i.e. before the upload
happens) or at the server side, and whether deduplication happens at a block level or at file level.
De-duplication is most reinforcing when it is
triggered at the client side, as it also saves upload
bandwidth. For these reasons, de-duplication is a
critical enabler for a number of popular and
successful storage services that offer a cheap, remote
storage to the broad public by performing client-side
de-duplication, thus saving both the storage costs and
network bandwidth. Well the data de-duplication is
disputably one of the main reasons why the prices for
cloud storage and cloud backup services have
dropped so sharply. Unfortunately, de-duplication
loses its effectiveness in conjunction with end-to-end
encryption. End-to-end encryption in a storage system
is the process by which data is encrypted at its source
prior to ingress into the storage system. It is
becoming an increasingly prominent requirement due
to both the number of security incidents linked to
leakage of unencrypted data and the tightening of
sector-specific laws and regulations. Clearly, if
semantically secure encryption is used, file deduplication is impossible, as no one apart from the
owner of the decryption key can decide whether two
cipher texts correspond to the same plaintext.

IV.PRAPOSED WORK
Data deduplication is one of the hottest
technologies in storage right now because it enables
companies to save a lot of money on storage costs to
store the data and on the bandwidth costs to move the
data when replicating it offsite for DR. This is great
news for cloud providers, because if you store less,
you need less hardware [4]. If you can de duplicate
what you store, you can better utilize your existing
storage space, which can save money by using what
you have more efficiently. If you store less, you also
back up less, which again means less hardware and
backup media. If you store less, you also send less
data over the network in case of a disaster, which
means you save money in hardware and network
costs over time. The business benefits of data
deduplication include:
A. Reduced hardware costs.
B.Reduced backup costs.
C.Reduced costs for business continuity / disaster
recovery.
D.Increased storage efficiency.
E.Increased network efficiency.
In the proposed system we are achieving the data
deduplication by providing the proof of data by the
data owner. This proof is used at the time of
uploading of the file. Each file uploaded to the cloud
is also bounded by a set of privileges to specify which
kind of users is allowed to perform the duplicate
check and access the files. Before submitting his
duplicate check request for some file, the user Paper
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Attribution CC BY needs to take this file and his own
privileges as inputs. The user is able to find a
duplicate for this file if and only if there is a copy of
this file and a matched privilege stored in cloud. Also
we provide user level authentication security
techniques to access store data on cloud.
1. User Level Authentication
When user wants to access resources on the
cloud, then user should login on to the cloud.
Following are the steps to login on to the cloud.
1) User should enter Valid Email_Id and password in
his login interface. User’s system computes the secret
key using stored values, which was already provided
by the user at the time of registration.
2) The authentication server checks the user_id and
password provided by the user with the user_id and
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password which was provided by the user at the time
of registration.

Fig 2. User Login Authentication.
3) After matching the user_Id and password
authentication server generates the dynamic token
from hash table and send it to the user’s Email_Id for
authentication.
4) User checks his Email for getting the dynamic
token for further authentication.
5) User has to enter the token value for STEP-2
Authentication.
6) Authentication server matches the token with the
dynamic token which was send by itself.
7) After matching the token authentication, user will
authenticate and server provides access of resources
to the user.
Password Change phase
This phase is used to provide facility of
changing the Password. User has to provide his old
password and new password to change his old
password. Following are the steps.

4) User has to provide token as well as new password
to the Authentication server.
5) Authentication changes his old password to the
new Password and sends the message to the user for
change of Password.
2. Encryption/Decryption of files
Here we are using the common secret key k
to encrypt as well as decrypt data. This will use to
convert the plain text to cipher text and again cipher
text to plain text. Here we have used three basic
functions, KeyGenSE: k is the key generation
algorithm that generates κ using security parameter 1.
EncSE (k, M): C is the symmetric encryption
algorithm that takes the secret κ and message M and
then outputs the ciphertext C; DecSE (k, C): M is the
symmetric decryption algorithm that takes the secret
κ and ciphertext C and then outputs the original
message M.
3. Confidential Encryption
It provides data confidentiality in
deduplication. A user derives a convergent key from
each original data copy and encrypts the data copy
with the convergent key.

Fig 4. Confidential Data Encryption
4. Proof of Data
The users have to prove that the data which
he wants to upload or download is its own data. That
means he has to provide the convergent key and
verifying data to prove his ownership at server.

Fig 3.Password Change Phase
1) User has to provide his user_id and old password
to change the password.
2) Authentication server checks the password with
registered User_Id and password.
3) After the matching of User_Id and password it
send the Dynamic token to the users Email_Id.

Fig 5.System Architecture
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5. Deduplication Check
Data Deduplication is a specialized data
compression technique for eliminating duplicate
copies of repeating data. Can be categorized into two
main strategies as follow, differentiated by the type of
basic data Units [2].

Fig 6.Authorized Deduplication Model
1) File-level deduplication: A file is a data unit when
examining the data of duplication, and it typically
uses the hash value of the file as its identifier. If two
or more files have the same hash value, they are
assumed to have the same contents and only one of
these files will be stored.
2) Block-level deduplication: This strategy segments
a file into several fixed-sized blocks or variable-sized
blocks, and computes hash value for each block for
examining the duplication blocks.
V.PERFORMANCE ANALYSIS
A) FILE ENCRYPTION/DECRYPTION
For integrity and confidentiality of a file, we
encrypt every file with the help of encryption
algorithm our experimental demonstration shows the
following results and finally we conclude amongst the
encryption algorithm blowfish is the best encryption
algorithm in case of time complexity and memory
needed for the execution.
Throughput = Plain Text (MB) / Encryption or
decryption time (Sec.)

Fig 7.Encryption Time calculation

Fig 8.Decryption Time calculation
B) Security of Verification PIN/Token
For better authentication we developed a
two-step authentication in which every time user
needs to enter PIN for login in to cloud services for
that we provided.
1) By providing dynamic token on to the user’s
Email_Id no attacker can receive the dynamic token
which will be useful for two step authentication.
2) Session key i.e. dynamic token is generated from
hash table. This token will remain valid up to the
particular session only. After the logout or some
period of time it will get expired.
C) File Deduplication Ratio
Data deduplication and other methods of
reducing storage consumption play a vital role in
affordably managing today’s explosive growth of
data. We demonstrate the process of data
deduplication with storage space optimization ratio.
Deduplication ratio calculated from the given table.
User
Files Uploaded
Type of Size in
Machine
file
KB
User1
Cloud Models
PDF
1576
User2
Contents
DOC
70
User3
System
DOC
876
Development
User4
Cloud Services
PDF
1576
User5
Index
TEXT
70
TABLE 1 File Deduplication
Amount of Space needed normal Condition:Total Space:-1576KB+70KB+876KB+1576
KB+70KB=4168 KB
Space Occupied While deduplication:-2522 KB
Space Saved Total: 4168 KB-1646KB=2522 KB.
Deduplication Ratio in percentage:
(1646KB/4168KB) * 100 =39.49 %.
VI. CONCLUSIONS
Data deduplication lowers business risks,
increases revenue opportunities, and reduces storage
tier costs, resulting in a perfect storm for companies
deploying an adaptive storage infrastructure.so we
achieved storage space optimization with the help of
deduplication check as well as we provided the
authentication level security in the form of two step
authentication for user. Also we covered the data
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confidentially and integrity so that only authorized
user can access the data with required access rights.
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