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Abstract - The contemporary status in the area of record
linkage is to bring the records from the various databases that
do not have the common element and to link them. One-tomany record linkage is used for connecting a record from the
first database with a set of matching records from the second
database. And it is executed to classify the common user and
the malicious user. The proposed system implements a splitting
criteria namely jaro-winkler technique to choose the best
attribute among all the available attributes at each node for the
tree construction. A threshold is calculated which plays a main
role in the categorization of the users. A pruning technique is
used to reduce the tree by avoiding the unnecessary branches.
Thus, the proposed system is enhanced in terms of time
complexity and accuracy.
Keywords: Jaro-Winkler, Pruning, Splitting criteria, Record
linkage.

I. INTRODUCTION
In general, the major task of the record linkage is to
recognize the various records that refers to the same record
within a single database or when combining together two or
more databases. Currently, there is a obligation to find out
the methods that will link the database that does not share
the common element, that is, a foreign key. It is also an
important process while preprocessing the datasets. The
record linkage is split into two types and they are one-to-one
record linkage and one-to-many record linkage. In one-toone record linkage, two databases are compared to spot all
the elements of the first dataset that match to a particular
element of a second dataset. In one-to-many record linkage,
two datasets are evaluated to spot all the best pairs or
matches in the second with the first dataset.
The record linkage practice is easiest when there is
unique identification numbers such as aadhar card number,
pan card number and voter identification number are
available. The process is more challenging when the
elements such as given first name, last name, birth date and
resident address are available. By combining two or more
elements of these kinds will identify an individual.
Historically, record linkage was allocated to clerks who
would seek and review the lists to bring together the
approximately matching pair of records for comparison.
Record linkage is a tricky task because of errors,
variations and missing data in the information used to link
records, differences in data captured and maintained by
different databases, e.g. age versus Date Of Birth, regularly
and routinely change over time, name changes due to
marriage, often no unique record elements are available and
training data is not available in many linkage applications.

A tree is constructed where the leaves do not contain the
labels instead a group of matching values is attached to each
leaf. The tree as a whole describes a hierarchy. Each leaf of
the tree is characterized by a valid expression representing
the instances belonging to it. The main advantage of using
this kind of trees is that they provide a description for each
of the leaf.
In this paper, a new record linkage method is proposed
that is aimed at performing one-to-many linkage that can
match records of various types. For example, Let T X and TY
are the two tables of different types. The internal nodes of
the tree consist of attributes that are referring to both of the
tables being matched, that is Table X and Table Y. The
leaves of the tree will determine whether a pair of records
described by the path in the tree ending with the current leaf
is a match or a mismatch.
The proposed method is implemented using the database
misuse domain used to identify the common and malicious
users. In this domain, the goal is to identify anomalous
access to database records that may indicate a possible data
leakage, loss of data integrity or data mishandling.
II. RELATED WORK
Record linkage is the process of matching entities from
two different data sources that may or may not contain a
common element. Shabtai et al. [1] used one-to-many
linkage in different domains like fraud detection,
recommender systems and data leakage prevention by
developing a One-Class Clustering Tree. Four splitting
criteria and pruning methods are implemented to construct
the tree and to avoid the needless branches of the tree
correspondingly. The shortcoming of this approach is that it
is difficult to reduce the linkage computation time and it is a
one-class approach.
Christen and Goiser [2] used a C4.5 decision tree to
determine which records must be matched to one another. In
their work, various string comparison methods are used and
compared by constructing different decision trees. However,
their method performs the matching of attributes that are
only predefined. Moreover only one or two attributes are
usually used.
Henry et al. [3] used one-to-many linkage for
genealogical research. Record linkage was performed using
five attributes: name of the person, birth date, place, gender
and the relationships between the persons. Using these five
attributes a decision tree was induced. The drawback of this
approach is that it performs matching using the specific
attributes and therefore it is very hard to generalize.
III. PROPOSED METHOD
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The process flow of the proposed system is as follows:
First the user dataset and the server log dataset for linkage
process is taken into account. Then preprocess both the data
by removing the null values or missing values and those
attributes that have error data. After preprocessing, create a
training table based on both the server log and user dataset.
For training table creation, consider the elements such as
requesting location, requesting day, requesting time from the
first database and in the other table consider the elements
such as user location and the business type.
Then measure the similarity score based on the elements
of requesting location, requesting day, requesting time with
user location and the business type by using the jaro-winkler
technique. Then apply the post pruning method to remove
the unnecessary branches that are not used.
A total probability value (sum all possible values of an
attribute) is calculated which is compared with the
probability calculated for each value of an attribute and that
is used in the classification of the users as the common user
and the malicious users. At last, the performance of the
existing and the proposed system is evaluated in terms of
execution time and the accuracy of the result.
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In the above equation, m is the number of matching
characters; t is the number of transpositions. The matching
characters are found within and after the match range, that
is, the values are divided into two sections for finding the
matching characters. The transpositions are the number of
characters that are mismatched within the matching
characters.
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Pruning Process

Fig. 1 Architecture diagram.
Fig. 2 Training Table Creation
IV. SPLITTING CRITERIA
The splitting criteria is used to select the best attribute
at each node using the following technique:
A.

Jaro-Winkler Technique

It is used to measure the similarity between two strings.
This algorithm is mainly developed for record linkage
process and it was designed to calculate the similarity for
short strings. It calculates a normalized score on the
similarity between two strings. The computation is based on
the number of matching characters held within the string and
the number of transpositions.
To compare character sequences cs1 and cs2. The JaroWinkler distance is calculated using the below steps.
Step 1: The match range for the identifying the common
characters is calculated as:
matchRange=max(cs1.length(),cs2.length())/2-1
(1)
Step 2: The Jaro distance of two given strings cs1 and cs2 is

V. PRUNING
Pruning is considered to be a significant action during
the tree construction process. The necessity of pruning is to
build a tree with accuracy and also to avoid over fitting.
Pruning can be classified into two types: pre-pruning and
post-pruning.
In pre-pruning, the branches are pruned during the
induction process if there are no possible splits found. In
post-pruning, the tree is built completely followed by a
bottom-up approach to determine which branches are not
beneficial. In the proposed system, post-pruning approach is
implemented.
After pruning, classification is done based on the
following rules: the user’s requesting location and the user’s
city should be the same and also the working hours of the
user should not be after hours; if all these conditions are
satisfied then the user is labeled as common user who does
not do any malicious activities. Otherwise, all the other
records which do not satisfy the above condition are termed
as the malicious user.
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Fig. 3 Jaro-Winkler calculation
VI. CONCLUSION
A new method is proposed to link the data that do not
have the common elements. A tree is constructed to
accomplish the one-to-many record linkage and the
database users are classified as normal and abnormal user.
Improved efficiency is attained by means of the time
complexity and accuracy of the record linkage process.
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