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Abstract : In this paper, in cloud, to expand the performance
and efficiency of query processing and to spare the workload
of query handling, it is important to give secure query service
to end-user. We propose this system is by using RASP
approach to gain confidentiality and efficient range query and
kNN query services for protected data in the cloud. Random
Space Perturbation(RASP) is combination of many
approaches such us random projection , dimensionality
expansion and order preserving encryption(OPE). KNN-R
algorithm is design to process range query to k-Nearest
Neighbor(KNN) query and also these approaches are used to
increase the working process of query by secure
multidimensional range query processing. The kNN-R
algorithm is intended to work with the RASP range query
algorithm to process the kNN queries. We have thoroughly
analyzed the attacks on information, data and queries under
an absolutely characterized threat model and practical
security assumptions. Broad experiments have been directed
to demonstrate the focal points of this approach on security
and efficiency of query processing in cloud environment.
Index Terms : query services in the cloud, kNN query, range
query,

I.

INTRODUCTION

Cloud computing is the web based storage strategy. It
is mostly utilized for storing and retrieving files, records
and applications in its bases of datacenter. Many people
utilizes the cloud on account of its smart features like
unlimited of storage, secure service, great user
stratification, low price and any time access, and also
multiple user can access data and application at any time.
With the developing of data on World Wide Web [1],
Search Engines have turned into the main perspective to
get to data on the web.
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A typical actuality in Web Search is that a user
frequently needs numerous iterations of query refinement
to discover the desired results from an internet search
engine.
Query services in the cloud are prominently increased
due to the single points of interest in scalability and costsaving. In cloud, the query service process are frequently
utilized because, the user can save their expense and time.
The owners in the cloud will give the amount just for their
utilizing time of server. This is a most important feature
that, the working time of query processing in cloud is
extremely high and it is more expensive.
To secure the user data and query privacy, new
techniques are need in the cloud. At the same time if the
new approaches for giving security will give query
processing not favorable element. We analyze the CPEL
criteria for suggest a query in cloud. This CPEL paradigm
indicates Confidentiality of data, efficient query
processing, Privacy of query, Low working cost and less
time. This technique likewise used to build the complexity
of query service. In this paper the Random space
Perturbation (RASP) technique used to build the query.
Likewise separate the query as range query and kNN
query. The proposed RASP technique will utilize the four
ideas of the CPEL criteria and here the multidimensional
data can be changed with the blend of order preserving
encryption random noise injection and random projection.
The RASP technique and its combination gives
confidentiality of information and this approach is mostly
used to ensure the multidimensional range of queries in
secure way, with indexing and query processing. Likewise
it is used to develop functional extent query and kNN
query services inside the cloud framework [1]. The range
query is utilized as a part of database for recovering the
stored data. It will recover the records from the database
where it can mean some value between upper and lower
limit.

II. RELATED WORK

The most relevant work about perturbation techniques
includes the random noise addition methods and the
condensation-based perturbation technique.
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Authorized users with keywords:
Their approach
requires that the data owner provides the indices and keys
for the server, and authorized Users use the data in the
server. While in the cloud database scenario, the cloud
server takes more responsibilities of indexing and query
processing. Secure keyword search on encrypted
documents scans each encrypted document in the database
and finds the documents containing the keyword, which his
more like point search in database. The research on privacy
preserving data mining has discussed multiplicative
perturbation methods [7], which are similar to the RASP
encryption, but with more emphasis on preserving the
utility for data mining.
Private information retrieval : (PIR) tries to fully
preserve the privacy of access pattern, while the data may
not be encrypted. PIR schemes are normally very costly.
Use a pyramid hash index to implement efficient privacy
preserving data block operations based on the idea of
Oblivious RAM.
Another line of research facilitates authorized users to
access only the portion of data in the authorized range with
a public key scheme. The underlying identity based
encryption used in these schemes does not produce
indexable encrypted data. The untrusted service provider in
our setting is responsible for both indexing and query
processing. Secure keyword search on encrypted
documents scans each encrypted document in the database
and finds the documents containing the keyword, which is
more like point search in database. The research on privacy
preserving data mining has discussed multiplicative
perturbation methods which are similar to the RASP
encryption, but with more emphasis on preserving the
utility for data mining.
Random Noise Addition Approach : The random noise
addition approach can be briefly described as follows: A
new decision-tree algorithm for the randomization
approach is developed in order to build the decision tree
from the perturbed data. Randomization approach is also
used in privacy-preserving association-rule mining.
While the randomization approach is intuitive, several
researchers have recently identified privacy breaches as
one of the major problems with the randomization
approach. The authors demonstrated that the randomization
approach preserves little privacy in many cases.
Furthermore, there has been research addressing other
weaknesses associated with the value based randomization
approach. For example, most of existing randomization and
distribution reconstruction algorithms only concern about
preserving the distribution of single columns. There has
been surprisingly little attention paid on preserving value
distributions over multiple correlated dimensions.
Second, value-based randomization approach needs to
develop new distribution-based classification algorithms.
In contrast, our random rotation perturbation approach does
not require modify existing data classification algorithms
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when applied to perturbed datasets. The randomization
approach is also generalized to improve the balance
between the privacy and accuracy.
Condensation-based perturbation approach : The
condensation approach aims at preserving the covariance
matrix for multiple columns. Different from the
randomization approach, it perturbs multiple columns as a
whole to generate entire “perturbed dataset”. The
condensation approach can be briefly described as follows.
The authors demonstrated that the condensation approach
can preserve data covariance well, and thus will not
significantly sacrifice the accuracy of classifiers if the
classifiers are trained with the perturbed data. However, we
have observed that the condensation approach is weak in
protecting the private data. The K NN based data groups
result in some serious conflicts between preserving
covariance information and preserving privacy.
As the authors claim, the smaller the size of the
locality in each group, the better the quality of preserving
the covariance with the regenerated k records is. We design
an algorithm that tries to find the nearest neighbor in the
original data for each regenerated record. The result shows
that the difference between the regenerated records and the
nearest neighbor in original data is very small, and thus, the
original data records can be estimated from the perturbed
data with high confidence
III. PROBLEM FORMULATION

A. System Architecture
Cloud computing infrastructures used to store huge
datasets and question administrations. The system
architecture demonstrates two fundamental parts in it. The
system data can be stored in the cloud database by data
owner represented as d=n, here n represent as normalize
form of data,d represent data and k represents key value
provided by data owner, this key value used to encrypt
original data. Encrypted data in cloud represented as
d=e(d,k),here e is encryption key.
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Fig. 1 System Architecture for RASP method.
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The system architecture shown in below Fig. 1. The
system diagram shows two types of parties or people
involved in data access in cloud. Customer and Cloud
service provider, here customer represent as end user who
store their data in cloud. Cloud service provider has a
responsibility to store customer data in secure format
.Cloud service provider do encryption and decryption to
ensure secure data processing. In customer party side we
have data owner, end user, internal proxy server, and the
users who can only submit queries. The data owners upload
the perturbed data to the cloud. In the period in-between,
the authorized users can submit range queries or kNN
queries to find some records. The approved customer can
submit range queries or kNN queries to discover a some
records. Here the data owner can store their information in
cloud while those information will encrypted in cloud and
stored in the cloud database furthermore the data owner
will give encryption key by utilizing this key value just
cloud will encode the data by utilizing random space
perturbation method.
The untrusted parties comprise of the inquisitive cloud
service provider who hosts the query services and the
ensured protected database. The RASP-perturbed data will
be utilized to fabricate records to keep up query processing.
B. Modules
Five modules are used. They are user interface design, range
query processing, kNN query processing, server protecting data,
data confidentiality analysis.
User Interface Design :
The User Interface Design plays an important role for
the user to move login the Application. This module has created
for the security purpose. In this login page we have to enter user
name and password, it will check username and password, if valid
means directly go to home page, invalid username or password
means show the error message and redirect to registration page.
So we are preventing from unauthorized user entering into the
login page to user page. It will provide a good security for our
project.
Range Query Processing :
Based on the RASP perturbation method, we design the
services for two types of queries: range query and kNN query.
This section will dedicate to range query processing. We will first
show that a range query in the original space can be transformed
to a polyhedron query in the perturbed space, and then we
develop a secure way to do the query transformation.
kNN Query Processing :
The original distance-based kNN query processing finds the
nearest k points in the spherical range that is centered at the query
point. The basic idea of our algorithm is to use square ranges,
instead of spherical ranges, to find the approximate kNN results,
so that the RASP range query service can be used.
Server Protecting Data :
Server protect the original data from attackers they provide
random space data for user the user will use the data without loss
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in original data from server. Any attacker to corrupt the data
random space data will be loss so the server what happen to delete
the corrupt data and insert new clone of the original data from
database. Server protect the original data from attackers.
Data Confidentiality Analysis :
As the threat model describes, attackers might be
interested in finding the exact original data records or estimating
them based on the perturbed data. Once the attacker is revocation
that node will be eliminate from server. The server to analysis the
user attribute and which user to use application in our server to
maintain the user attribute and secure and to relieve the attackers
in service.

C. RASP : RAndom Space Perturbation
RASP denotes Random Space Perturbation. RASP is one
type of multiplicative perturbation, with a novel combination of
OPE, dimension expansion, random noise injection, and random
projection.
Random projection is mainly used to process the high
dimensional data into low dimensional data representations. It
contains features like good scaling potential and good
performances. Random noise injection is mainly used to adding
noise to the input to get proper output when we compare it to the
estimated power. The RASP method and its combination provide
confidentiality of data and this approach is mainly used to protect
the multidimensional range of queries in secure manner and also
with indexing and efficient query processing will be done. RASP
has some important features.
Algorithm 1 RASP Data Perturbation
1: RASP Perturb(X,RNG,RIMG,Ko)
2: Input: X: k × n data records, RNG: random real value generator
that draws values from the standard normal distribution,
RIMG : random invertible matrix generator,
Kope: key for OPE Eope; Output: the matrix A
3: A ← 0;
4: A3 ← the last column of A;
5: v0 ← 4;
6: while A3 contains zero do
7: generate A with RIMG;
8: end while
9: for each record x in X do
10: v ← v0 − 1;
11: while v < v0 do
12: v ← RNG;
13: end while
14: y ← A((Eope(x,Kope))T , 1, v)T ;
15: submit y to the server;
16: end for
17: return A;
In random space perturbation, the word perturbation is used
to do collapsing this process will happen according to the key
value that is given by the owner. In this module the data owner
have to register as owner and have to give owner name and key
value. And then the user have register and get the key value and
data owner name from the owner to do access in the cloud. Here
user can submit their query as range query or kNN query and get
their answer. We analyze and show the result with encrypted and
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also in decrypted format of the data for the query construct by the
user.

D. KNN-R: Using Range Queries to Process kNN
Queries
we have mentioned, the quality of secure outsourced kNN
query service can be summarized as the CPEL criteria: data
Confidentiality, query Privacy, Efficient query processing, and
Low inhouse workload.
The kNN-R algorithm aims to improve the confidentiality
guarantee while preserving the efficiency of query processing.
The basic idea is to use the RASP encryption to protect the
confidentiality of data, and to use secure range query to protect
the privacy of kNN query. The key is to develop an efficient kNN
query algorithm based on the RASP encrypted data and queries.
The design of kNN-R algorithm keeps the following problems in
mind. (1) While the RASP protects the data confidentiality, it
does not preserve distances or distance ranks. Therefore, the
traditional distance-based kNN search algorithm does not work
with the RASP encrypted data. Can we design a kNN search
algorithm based on existing RASP range query algorithm?
(2)Because of the limited computing capacity of the client side,
the new algorithm should minimize the client’s responsibility in
query processing, which includes pre-processing, post-processing,
and in-processing aid. Thus, the second question is how we
design the algorithms to minimize the client’s costs.
The kNN-R algorithm consists of five steps involving both
the client and the server. The client will generate the initial upper
bound range (that contains more than k points) and the lower
bound range (that contains less than k points) and send them to
the server. The server finds the inner range and returns to the
client. The client calculates the outer range based on the inner
range and sends it back to the server. The server finds the records
in the outer range and sends them to the client. The client decrypts
the records and pick the top k candidates as the final result.

RASP does not preserve the order of dimensional
values because of the matrix multiplication component,
which distinguishes itself from order preserving encryption
schemes, and thus does not suffer from the distributionbased attack
Fig. 2 shows the cost distributions for 10K records at
different number of dimensions. The dimensionality has
slight effects on the cost of RASP perturbation.

Fig. 2 The cost distribution of the RASP scheme.
An OPE scheme maps a set of single-dimensional
values to another, while keeping the value order
unchanged. Fig. 3 shows the cost distributions for 10K
records at different number of dimensions. The
dimensionality has slight effects on the cost of OPE.

Algorithm 1 KNN-R algorithm
1: The client generates the initial range and sends its secure
form to the server;
2: The server works on the secure range queries and finds the
inner range covering at least k points;
3: The client decodes the secure inner range from the server
and extends it to the outer range, which is sent back to the
server;
4: The server returns the points in the outer range
5: The client decrypts the points and extracts the k nearest
points;

Fig. 3 The cost distribution of the OPE scheme.

IV. EXPERIMENTAL RESULTS
V. CONCLUSION
In this experiment, we study the costs of the
components in the RASP perturbation. The major costs can
be divided into two parts: the OPE and the rest part of
RASP.
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To provide secure and efficient query services in cloud,
RASP approach is used. Cloud base RASP data perturbation for
building confidentiality and efficiency query services provide
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secure and efficient query services in cloud environment. To
fulfill the requirement on low in house workload, cloud
computing provide quality query services which is more efficient
and very secure. This method mainly used to perturb the data
given by the owner and saved in cloud storage. It also combines
random injection, order preserving encryption and random noise
projection and also it contains CPEL criteria in it. By using the
range query and kNN query user can retrieve their data in secured
manner and the processing time of the query is minimized.
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