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Abstract—Network survivability is the ability of a network
maintenance associated with loss and interferences, which
is a main apprehension to the intend and intend analysis
of wireless ad-hoc sensor networks. Ad-hoc low power
wireless networks be in inquest in both discriminating and
omnipresent computing. The projected technique proposes
regarding energy draining attacks at the routing protocol
layer, which consumes battery power. A inventive
approach for routing protocols, involve from attack still
those devise to be sheltered which is diminutive of security
from these attacks, which called as energy devastating
attacks, which permanently immobilize networks by rapidly
exhausting nodes battery power. These energy depletion
attacks are not protocol explicit but are troubling and
durable to perceive, and are simple to bring out with a
small amount of malicious insider transfer only protocol
acquiescent messages.
Key Terms—Denial of service, security, routing, ad hoc
networks , wireless sensor networks.
I. INTRODUCTION
Wireless ad-hoc Sensor Networks gives individual
misplaced connections between the Internet & the physical
world. The basic problem in sensor networks is the
computation of security. Revelation is accurately applicable
to representation in that it is an element of how would
sensor system will monitor an objective, moving on an
subjective path more than a specified time. An active and
suitable technique is designed for computation in sensor
networks, particularly for treasuring supposed accountability
paths. These paths generally gives useful data about every
case of liability-based security in ad-hoc sensor networks.
This algorithm will work for all given distribution of
intensity models, sensor and characteristics of the network.
It mainly provides an absolute level of certainty as a purpose
of cache and run-time. These attackers may dispose
malicious nodes with identical or more hardware potential
as the reliable nodes that might intrigue to attack the system
collectively. These hackers may bring these malicious nodes
by acquiring them disparately or by “dirning” a few
authorized nodes by securing them and physically
overriding their memory. In some cases nodes might have
high- quality inter communications links available for
correlating their attack. The sensor nodes may not be tinker
defiant and if any attacker adjusts a node, it can extract all
data, key objects, and code accumulated on that node. So
WSN has to countenance various risks that may effortlessly
obstruct its development and invalidate the assets of using
its dispensation. Routing and data forwarding is a imperative
maintenance for sanctioning communication in ad-hoc
sensor networks. These wireless sensor networks (Fig.1)
offer certain enhancements and capabilities to guide in the
national attempt to increase alertness to potential terrorist
threats as well as prepared effectiveness.

Fig. 1 Wireless Sensor Networks (WSNs).
Wireless ad hoc sensor networks are categorizes principally
two types whether the data in the network is comprehensive
and whether or not the nodes are independently addressable.
II. EXISTING SYSTEM
The immoderate resource restrictions of sensor devices
comprise substantial provocation to resource-aching
conviction systems. The hardware curtailment entails
immensely consistent security algorithms in terms of
memory, bandwidth, and computation intricacy. Energy is
the mainly important expedient for sensor networks. The
power communication is very expensive. Regulate energy
proficient a special endeavor should be given to security
mechanisms to build it communication proficient. Basically
networking from tens to thousands of nodes has established
to be a substantial mission. Providing security to these
networks is equally in demand. Security mechanisms must
be ascendable to very large networks to sustain
communication efficiency in networks. Depending on the
functions of these sensor networks, the sensor nodes may be
gone untended for elongated period of time. We mostly
center on these vampire attacks which are used for DoS
Communication. Primary is carousel attack, an adversary
mainly arrange packets with explicitly introduced routing
loops in existing network. Because we call it carousel attack,
as it transmits packets in circles in existing network as
shown in Fig. 1. It focus source routing protocols by
employing the inadequate.

Fig. 2 shows a honest loop would exit the loop immediately
from node E to sink, but malicious path creates it way twice
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around the loop in network before exiting it. Second attack
is stretch attack as it increase packet path lengths which root
packets to be processed by as much as possible number of
nodes which is autonomous of hop count along the direct path
between the adversary and packet destination. An example is
illustrated in Fig. 3.

request so that the communication consists of independent
pairs of requests and responses.
C. Clean State Secure Routing Protocol
The PLGP protocol is customized as new condition secure
routing protocol which can defy these attacks throughout the
forwarding phase. This protocol was obtainable to these
attacks even though they were said to be secured. PLGP
consists of a topology discovery phase, which is followed by
a packet forwarding phase, which has former optionally
repeated on a fixed schedule to ensure that topology
information stays current.
IV. SIMULATION RESULTS

Fig. 3 shows the stretch attack where honest route is dotted
and malicious route is dashed.
In this stretch attack it principally illustrates more identical
energy consumption for all the presented nodes in the
network. This attack mainly lengthens the route by causing
more number of nodes to perform the packet in the network.
These attacks mainly make use of network-wide energy
usage significantly at each and every node so that they are
also exaggerated until it attain destination.
III. PROPOSED SYSTEM
we primarily explain different protocols proposed by
different researchers in wireless sensor networks in this
paper. Here attacks have not rigorously defined at routing
layer. Thus power depletion be able to be establish in, as
“sleep privation affliction”. we elucidated, the projected
attack prevents nodes from arriving a sleep cycle, and also
which leads to faster depletion of batteries.
A. Stateful Protocol and their attacks
In this protocol is where nodes are aware of their forwarding
decisions, topology and its state. Here servers are supposed
to recall so that it can be resumed. State and distance vector
are two important classes of stateful protocols. OLSR and
DSDV are examples of link-state and distance-vector. Both
of these protocols are destructive, which expresses to all
existing nodes in the network and by decreasing the primary
delay. every node preserves a routing table which contains
all accessible destinations and number of hops and next
node to reach the destination and systematically send table
to all of its neighbors so that it can update topology. There
are mainly two types of attack they are directional antenna
attack and malicious discovery attack. In this first attack the
malicious have little control over the progress of packets,
but they still waste their energy by restarting a packet in
various parts of network. Second attack is also called as
spurious rote discovery. This type of attack becomes serious
when nodes claim lengthy routes have changed.
B. Stateless Protocol and their attacks
This protocol does not entail the server to keep session
information about every communications partner for the
period of multiple requirements and its only communication
protocol which extravagances each and every request as an
sovereign transaction which is not linked to any previous
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NS 2 has been utilized to simulate the network. The
simulation is exposed here the nodes are arranged as
clusters. Some nodes are portable in nature. A major server
and an intermediary server have been formed which acquire
& practice the packets. descend nodes are there in each
cluster, during which the packets are drive to the adjacent
clusters. A entry node is here in the familiar region of the
two clusters. The packets that are transferred among these
two clusters are accepted throughout this entryway. each and
every one nodes have the same quantity of energy earlier
than packet communication begins. merely convinced nodes
get vigorous partaking in packet communication. Once the
packet communication initiates, the nodes that broadcast the
packets leisurely drop their energy. The color of the node
modifies depends on the energy existing in the nodes which
illustrates a relationship graph amid PLGP and MDSDV
protocol captivating energy convention as the parameter.

The MDSDV protocol employs negligible energy than
PLGP protocol. The energy disbursements for only some
nodes are huge other than as the number of node raises the
energy disbursement diminish.
V. CONCLUSION
Vampire attacks, a novel set of resource utilization attacks
that utilize routing protocols to enduringly immobilize adhoc wireless sensor networks by draining nodes battery
power. These attacks dont depends upon meticulous
protocols or implementations, but quite interpretation
vulnerabilities in a numeral admired protocol classes. Here
depending on the position of the opponent, network energy
overheads through the forwarding phase raises significantly.
The proposed method routing protocol are provably limits

All Rights Reserved © 2014 IJARCET

3206

International Journal of Advanced Research in Computer Engineering & Technology (IJARCET)
Volume 3 Issue 9, September 2014
harm from Vampire attacks by validating that packets every
time create development to their destinations and diminish
the compensation. Origin of damage limits and defenses for
topology innovation, as well as managing mobile networks,
is gone for prospect effort.

AUTHORS

REFERENCES
[1] J. Deng, R. Han, and S. Mishra, “Defending against
Path-Based DoS Attacks in Wireless Sensor Networks,”
Proc. ACM Workshop Security of Ad Hoc and Sensor
Networks, 2005.
[2] .J.R. Douceur, “The Sybil Attack,” Proc. Int’l
Workshop Peerto-Peer Sys.
[3] J.-H. Chang and L. Tassiulas, “Maximum Lifetime
Routing in Wireless Sensor Networks,” IEEE/ACM
Trans. Networking, vol. 12,no. 4, pp. 609-619, Aug.
2004.
[4] L.M. Feeney, “An Energy Consumption Model for
Performance Analysis of Routing Protocols for Mobile
Ad Hoc Networks,” Mobile Networks and Applications,
vol. 6, no. 3, pp. 239-249, 2001.
[5] H. Chan and A. Perrig, “Security and Privacy in Sensor
Networks,” computer, vol. 36, no. 10, pp. 103-105, Oct.2003.
[6] Qu Wei-Qing, “Cluster Head Selection Approach based on
Energy and Distance”, International Conferenece on Computer

ISSN: 2278 – 1323

Sciene and Network Technology, Vol. 4, 2011.
[7] L. Jun, Q. Hua and L. Yan, “A Modified LEACH algorithm In
Wireless Sensor Network Based on NS2”, IEEE international
Conference on Computer Science and Information Processing
(CSIP), 2012.

N.SRIJA is pursuing M.Tech in Computer Science and Engineering at
TALLA PADMAVATHI COLLEGE OF ENGINEERING,WARANGAL.
She is interested in Computer Networks, Java, Cloud Computing.
Mrs.K.DEEPIKA is currently working as ASSOCIATE PROFESSOR at
TALLA PADMAVATHI COLLEGE OF ENGINEERING,WARANGAL.
She is interested in Computer Science and engineering.

All Rights Reserved © 2014 IJARCET

3207

