International Journal of Advanced Research in Computer Engineering & Technology (IJARCET)
Volume 3 Issue 8, August 2014

A survey of VANETs: The Platform for Vehicular
Networking Applications
Vikash Porwal1, Rajeev Patel2,
1
2

PG SCHOLAR, NITTTR BHOPAL
PG SCHOLAR, NITTTR BHOPAL

Abstract— Vehicular ad-hoc networks (VANETs) is a
promising approach to the dissemination of spatio- temporal
information such as the current traffic condition of a road
segment or the availability of a parking breathing space. As a
result of the constraint of the communication information
measure, solely a restricted variety of knowledge things could
also be transmitted upon a vehicle-to vehicle communication
chance. Characteristics and requirements of vehicular ad hoc
networks (VANETs) differ quite significantly compared to
standard ad hoc networks. above all trust in VANETs is very
significant but still open issue, which will be addressed in this
paper. Inter-vehicular communication lies at the core of a
number of industry and academic research initiatives that aim
at enhancing the safety and efficiency of transportation
systems. Ranking becomes critical in this state of affairs, by
enabling the most significant data to be transmitted under the
bandwidth constraint. In this paper, we take the position that
VANETs would indeed turn out to be the networking platform
that would support the vehicular applications. We will
describe, discuss and assess approaches and concepts that were
proposed in ordinary fixed networks and mobile ad hoc
networks and will show weak and powerful spots. As basis for
our issues, we'll describe an in depth automotive situation, that
depends on inter-vehicle communication for the exchange of
safety relevant caveat messages.

I. INTRODUCTION
Vehicular Ad-Hoc Network (VANET) is a precise type
of Mobile Ad-Hoc Network (MANET) that makes available
communication between (1) close to vehicles and (2)
vehicles and close to roadside equipments. The speedy
progress of wireless technologies, people are opening to
enjoy wireless entrance all over, from cafes, to hotels, to
airports; wireless entrée is even being seen in vehicles on
the travel. Recently, car producer and telecommunications
trades have teamed up to provide all car with wireless
equipment; these equipment can not only bring a variety of
information equipment services to vehicles on the travel but
also get better road security and traffic effectiveness. Cars
that are capable of with wireless communication machine
and road side infrastructure can form a vast self-organized
communication network called a vehicular ad hoc network
(VANET). Specifically, a VANET is a active gathering of
networked vehicles that communicate with each node or
close to roadside units (RSUs), using a committed shortrange communications method. These vehicles are equipped
with wireless on-board units (OBUs) which act upon this

communication. The VANET give a ubiquitous computing
situation to drivers and passengers and enables many
services through a range of vehicle request. Request, such
as emergency-braking caution, are finished possible by
communication between vehicles. By using VANETs,
travellers can get better driving security and soothe. For
example, each vehicle client may regularly broadcast its
proximal traffic information to others vehicles, allow them
to obtain early action to stay away from car accidents.
Moreover, nearby vehicle client can share exact information
with each other vehicles, such as road situation, tourism
information, music, movie files, or hotel information,
creation themselves extra relaxing and familiar during their
journeys [11].
II. FEATURES OF VANETS
Compared to standard ad hoc networks, VANETs have
several properties that introduce particular security
challenges, which are not of major concern in other mobile
ad hoc networks. In [1] Zarki et al. provide a list of
characteristics of future vehicular networks, which are in
some terms equivalent to what we see as major properties of
VANETs.
A. Offline-Infrastructure
Communication to a fixed infrastructure is possible, but it
is unlikely that there is a permanent connection to this
infrastructure. Infrastructure gateways are supposed to be
located at gas stations, parking lots or even on selected
points at the road side but not everywhere along the road
side. We call this type of fixed infrastructure an offlineinfrastructure, since in contrast to what we call online
infrastructure, it is not available all the time but only during
(from the vehicles point of view) random periods of time.
B. Dynamic Topology
One important characteristic of VANETs is that nodes
move with high speed in respect to each other, which results
in a very high rate of topology changes. Whereas for
example during a conference people carrying PDAs ”move”
with a speed of 2ms with respect to each other, cars on a
highway normally easily achieve 55ms when taking into
account oncoming traffic.
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C. Critical Application Requirements
Another important property is that applications within
VANETs are often safety-critical and time-critical (e.g. alert
messages, warnings, see section III for further details). Adhoc networks that mainly serve to distribute data do not
underlie these aspects.
D. Auxiliary Information
Furthermore, nodes in VANETs are context aware; they
have access to additional data such as car sensor data or
GPS. The usage of these so called “side-channel”
information can be valuable when evaluating data obtained
through communication with other nodes in the VANET.
Beside the specific properties, the application scenario of
VANETs requires the achievement of special (security)
goals.
E. Privacy
In some cases services in a VANET are related to
personal data, such as current location or current speed,
which requires anonymity in order to protect a driver’s
privacy. On the other hand, other services require
identification and traceability
F. Integration
Vehicles are not computers, applications or services in
VANETs must work without interaction. Drivers cannot act
as administrators. For VANET nodes, battery power is not
an issue (at least while driving).
III. CATEGORY OF ATTACKS
To find enhanced security from attackers we must have
the information about the attacks in VANET against
security necessities. Attacks on different security condition
are given below [12]:
A. Impersonate
In impersonate attack attacker assumes the identity and
privileges of an certified node, either to create use of system
resources that may not be accessible to it under normal
conditions, or to interrupt the normal operation of the
network. This kind of attack is performed by active
attacker. They may probably to be insider or outsiders. This
attack is multilayer attack means attacker can utilize either
network level, application level or transport level
susceptibility. This attack can be execute in two ways:
1) False Attribute Possession: In this method an
attacker steals some property of genuine user and
later with the utilize of feature claims that it is who
(genuine user) that sent this message. By using this
type attack a common vehicle can claim that he/she
is a police or fire defender to free the traffic.
2) Sybil: In this type of attack, an attacker use
dissimilar identities at the similar moment.

B. Session Hijacking
Most authentication procedure is done at the begin of the

session. Hence it is easy to take over the session after link
establishment. In this attack attackers get control of session
between nodes.
C. Identity Revealing
Usually a driver is itself holder of the vehicles hence
receiving holder identity can put the privacy at danger.
D. Location Tracking
The position of a given instant or the path followed along
a stage of time can be used to trace the vehicle and obtain
information of driver.
E. Repudiation
The key risk in repudiation is rejection or attempt to
rejection by a node concerned in communication. This is
dissimilar from the impersonate attack. In this attack two or
extra person has similar identity hence it is simple to obtain
indistinguishable and therefore they can be repudiated.
F. Eavesdropping
It is a mainly ordinary attack on privacy. This attack is
belongs to network level attack and passive in life. The key
aim of this attack is to find access of private data.
G. Denial of Service
DoS attacks are mainly major attack in this category. In
this attack attacker prevents the genuine user to use the
service from the sufferer node. DoS attacks can be carried
out in a lot of ways.
1) Jamming: In this method the attacker mind the
physical channel and find the information concerning
the frequency at which the receiver receives the
signal. after that he Transmits the signal under the
channel so that channel is jam.
2) SYN Flooding: In this method big no of SYN request
is sent to the sufferer node, spoofing the dispatcher
address. The sufferer node send back the SYN-ACK
to the spoofed address but sufferer node does not find
any ACK packet in arrival. This consequence too
half opens link to handle by a sufferer node’s buffer.
As a consequence the genuine request is rejected.
3) Distributed DoS Attack: This is one more form of
Dos attack. In this type attack, multiple attackers
attack the sufferer node and prevents genuine user
from accessing the Service.
H. Routing Attack
Routing attacks are the attacks which exploits the
susceptibility of network level routing protocols. here
this kind of attack the attacker either crash the packet or
scare the routing procedure of the network. Next are the
mainly ordinary routing attacks in the VANET:
1) Black Hole Attack: In this type of attack, the attacker
initially magnetizes the nodes to pass on the packet
from first to last itself. It can be complete by
uninterrupted sending the malicious route respond
with new route and short hop count. After magnetize
the node, when the Packet is forwarded from side to
side this node, it mutely fall the packet.
2) Worm Hole Attack: In this attack, an opponent gets
packets at one position in the network, level then to a
new point in the network, and then returns them into
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the system from that point. This level between two
opponents are called wormhole. It can be recognized
through a single long-range wireless connection or a
wired connection among the two opponents. Hence it
is easy for the opponent to create the leveled packet
get there sooner than new packets transmitted over a
usual multi-hop route.
3) Gray Hole Attack: This is the extension of black hole
attack. In this kind of attack the malicious node
performs similar to the black node attack but it
crashes the packet selectively. This selection can be
of two forms:
 A malicious node can crash the packet of
UDP while the TCP packet will be
forward.
 The malicious node can crash the packet
on the base of probabilistic allocation.
IV. RELEVANCE OF VANETS
Applications within VANETs contain both inter-vehicle
communication as well as vehicle to infrastructure
communication. Both communication types can be
performed via intermediate nodes, which results in multihop ad hoc communication. In [2] Franz et al. give an
overview on applications and services that could be
provided in a VANET. They distinguish three kind of
different services: cooperative driver assistance applications
(safety-related applications), local floating car data
applications and user communication and information
services. Since especially safety-related applications are
important in VANETs and in addition underlie special
requirements and constraints, we use the following example
scenario to clarify the motivation of this paper. A car
driving on a highway detects emergency braking because of
an accident and communicates this event to other cars
driving on the same highway. Cars driving behind the
sender receive this message and have to decide whether to
display warning messages to their drivers or not. To be able
to take this decision (and thus to protect the system against
cars nodes sending wrong warning messages) the cars need
means to evaluate the trustworthiness of the message
(origin).
V. RESEARCH TOWARDS BRIDGING THE GAPS
We have to know and acknowledge the actual fact that
transport networking is comparatively new and also the
protocols or design for constant are actively being
developed. despite the fact that many analysis challenges
exist before VANETs may become sensible, we tend to
entails during this section that the VANET analysis is
joining towards bridging this gap to create it a reality. The
analysis challenges are:
A. Knowledge Dissemination
The predicted transport applications would require a
massive quantity of knowledge to be changed and also the
challenge is to exchange the knowledge in a very ascendible
four fashion. With an extremely dynamical topology, it's not
possible to sustain uni-cast multicast connections and
broadcasting looks to be the foremost ascendible resolution.
Broadcasting will be of 2 sorts - Flooding and
dissemination. Within the flooding mechanism, every

individual vehicle sporadically broadcasts info regarding
itself and each time a vehicle receives a broadcast message,
it stores it and like a shot forwards this by re-broadcasting.
Whereas this is often the simplest approach, the answer is
clearly not ascendible. the choice is to circularize
knowledge exploitation intelligent techniques like
aggregation [10], agglomeration [8] or location-aware
broadcasting and this field of analysis is active towards
building a ascendible knowledge dissemination strategy.
B. Security and Privacy
Security is a problem that must be fastidiously assessed
and addressed within the style of the transport
communication system. many threats doubtless exist, as
well as pretend messages inflicting disruption of traffic or
perhaps danger, compromising driver’s non-public info, etc.
the problems to be addressed embody trust (vehicles are
ready to trust the messages they receive), and potency, e.g.
time period message authentication. Privacy is additionally
a serious issue that may have to be compelled to be
addressed. Obscurity should be preserved – the
communications shouldn't create the vehicle following or
identification doable for non-trusted parties. Many analysis
efforts [3], [4] are being undertaken to handle the privacy
considerations at the planning stage. SEVECOM (Secure
transport Communications) [5] could be a new funded
project that focuses on proving a full definition and
implementation of security necessities for transport
communications.
C. Lack of Simulators for Protocol Evaluations
Road traffic has sure properties which will not be simply
sculpturesque in a very straight-forward approach,
exploitation the classical Manet approach. Vehicles don't
move every which way however rather follow the road
infrastructure; road signs, traffic lights and alternative cars
influence node’s behavior. Nodes move at high virtual rate,
system density changes terribly dynamically, counting on
location, recent events (e.g. accidents) or time of day. Thus,
one may either build a classy road traffic quality model on
prime of some widespread network machine (NS-2,
OPNET, GloMoSim), or use quality traces from another
supply. This might be either measurement-based road traffic
traces. Many recent works [6]–[8] have addressed these
problems and are arising with a additional realistic traffic
simulators to model the VANETs higher.
D. Bootstrapping/Market penetration
There are 2 mechanisms that result in a winning market
introduction for V2V technologies: either there's a
noticeable additional worth of the technology for the client
or a regulatory order that doesn't leave alternatives, needs
its use. For the regulatory introduction to be issued, the
effectiveness of the technology needs to be evidenced
initial. However just in case of V2V communications, a
particular penetration is needed before any effects or
enhancements will be shown. Hence, it can't be expected
that a regulatory order is issued on the premise of secure
safety and traffic flow enhancements before the penetration
is reached. However, the buyer will solely cash in of a
technology once a particular penetration is reached, and
2803

ISSN: 2278 – 1323

All Rights Reserved © 2014 IJARCET

International Journal of Advanced Research in Computer Engineering & Technology (IJARCET)
Volume 3 Issue 8, August 2014
nobody can invest during this technology before this is
often the case, that once more means this penetration may
ne'er occur. It absolutely was calculable that so as to create
the network usable, a minimum of penetration of 100
percent is required. Given that five hundredth of all new
created cars is V2V enabled; reaching that 100 percent
ought to take regarding 3 years. [9]

head. Moreover, if a spiteful vehicle is chosen as a group
head, all group members’ solitude may be escaped. The
group signature [7] is a privacy scheme in which one group
public key is associated with multiple group private keys.
Although an eavesdropper can know that a message is sent
by the set, it cannot recognize the dispatcher of the
message.

E. Automatic Incident Detection and Collision
Avoidance Capability
Though the device networking technology is well
developed and developing proximity sensors, speed
detectors, collision dodging infrastructure isn't implausible,
while not a correct transport tested, it's troublesome to judge
these capabilities. UCLA [20] encompasses a transport
CVeT tested are composed of regarding fifty cars, vans and
buses of the UCLA field fleet. every of those cars are ready
to directly hook up with the web through WiFi access points
or, if out of access purpose coverage, through alternative
cars in WiFi vary. This may notice a UCLA field
automotive net backbone. The wired and wireless net
infrastructure can stretch on the far side its boundaries
through cars. UCLA provides a perfect”lab” setting to
check innovative styles and applications on a major
population set.

VII. FACTORS INFLUENCING THE ADOPTION OF VANETS

VI. RELATED WORK
To ensure both source authentication and message
integrity in VANETs, several schemes based on digital
signatures in Public-Key Infrastructure (PKI) have been
proposed. Hubaux et al. [9] identified the specific issues of
security and privacy challenges in VANETs claiming that
PKI should be well deployed to protect the transited
messages and to authenticate network entities mutually.
Raya and Hubaux [3] proposed a PKI-based scheme in
which each vehicle is preloaded with a large number of
anonymous public/private key pairs together with the
corresponding public key certificates with pseudo- IDs and
short life times. Gamage et al. [7] adopted an ID-based ring
signature scheme to achieve signer ambiguity and hence
fulfill the privacy requirement in VANET relevance’s. An
additional significant issue is to decrease the verification
performance of the scheme. Vehicular communication over
the wireless medium employs the Dedicated Short Range
Communications (DSRC) protocol [5]. According to the
DSRC protocol, because a RSU may receive a large amount
of messages within a short interval, it is very rigid for any
RSU to authenticate all of these messages in real-time.
Pastuszak et al. [21] attempted to address the problem of
bogus signature identification in batch verification of RSAbased signatures. To alleviate the certificate overhead and
solve the problems of PKI technology, Zhang et al. [3]
proposed an efficient ID based batch verification scheme.
They assumed that a long-term system master secret s is
preloaded into all tamperproof devices and that all security
functions rely on it. In fact, tamper-proof devices are
popular for protecting sensitive data such as cryptographic
keys in these embedded devices. In AMOEBA [3], vehicles
form groups, and the messages of all group members are
forwarded by the group head. Hence, the solitude of group
members is protected by sacrificing the privacy of the group

In this section, we tend to highlight the explanations that
might drive the adoption of VANETs for future transport
applications.
A. Low Latency Necessities for Safety Applications
Safety applications like collision alert merge help, road
condition warning, etc needs messages to be prop aged from
the purpose of prevalence to the target vehicles with terribly
low latency (a few nano-seconds). Information station
primarily based Infrastructure access networks have
intermittent property and doesn't give any delay guarantees.
whereas the 3G primarily based cellular information access
networks which might give continuous property have low
bandwidths that might induce a delay of few ms to a couple
of seconds. The natural approach is to leverage the V2V
infrastructure that's low-cost and may sustain the latency
necessities for safety applications and VANETs square
measure the natural candidates for this application.
B. Intensive Growth of Interactive and Multimedia System
Applications
The recent years have witnessed an amazing increase
within the variety of multimedia system applications,
interactive games, and site primarily based services and
most of those applications need either intermittent or
continuous net property. A pure V2V primarily based
solutions cannot address these application domains and
there's a particular want for V2I infrastructure and VANETs
have this V2I support moreover.
C. Increasing considerations regarding privacy and
security
The biggest threats to VANETs square measure privacy
and security. With a pure V2V design, authentication and
key management becomes very cumbersome and needs a
previous data of all the accessible public keys for the taking
part transport entities so as to verify user’s identity.
However, having a hard and fast identity will intern raise
lots of privacy considerations [9] and therefore the
projected resolution involves the utilization of disposable
temporary identities [10] that may be allotted by a
centralized key distribution agency. This centralized agency
will intern by selection geo forged these temporary
identities with their corresponding public keys within the
most relevant geographic area to be picked up by vehicles
for authentication or the vehicles will question the key
distribution authority to retrieve the general public key for
the vehicle it has to evidence. Thus, to effectively verify the
identities of the peers, and dynamically transfer the keys to
handle the privacy and security considerations, presence of
V2I infrastructure is essential.
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VIII. CONCLUSION

[3]

In this paper, we argued that VANETs would turn out to
be THE networking infrastructure for supporting future
vehicular submissions. We initiated with describing the
issues that would be critical in making VANETs a reality
followed by a discussion on the investigating faces. We
demonstrated that there are a number of challenged
including security and privacy and those active research
efforts are being undertaken to bridge the gaps required to
make VANETs a reality. We finally discussed the survey of
VANETs and showed that the strong reasons for vehicular
applications to be deployed and that a pure V2V or V2I
based solutions will not be sufficient and VANETs would
indeed succeed in catering to these applications. In this
article, we have discussed the survey of VANET
applications and we will propose a new technology for
removing the issues of there will be harmful for VANET.
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