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Abstract – In wireless sensor networks, the technical
challenges that the network suffer are security and energy
consumption, because sensors have some complications and
energy limitations. A novel security scheme known as
Channel Informed Encryption (CIE) is proposed mainly for
security purpose. In this scheme, the transmission of
information from sensor to target through a wireless
channel is prevented from eavesdroppers. Thus the
information reached to target is highly secured. Also, this
scheme becomes effective by using EEBR protocol finding
the suitable energy efficient path for transmission. Hence,
energy consumed by sensors are minimized which
maximizes lifetime of networks.
Index Terms – eavesdroppers, energy efficiency, perfect
security, wireless sensor networks.

I. INTRODUCTION
In present, WSNs are active area for research. It is
more practical to produce numerous sensors which are
less expensive. These are named as sensor nodes which
are distributed over a particular area and some nodes are
grouped together to form cluster. Each cluster is governed
by a node known as cluster head. The sensor nodes and
cluster head along with base station (BS) constitute the
network known as wireless sensor network (WSN). These
networks find its applications in data logging, landslide
detection, water quality monitoring and health care
monitoring and in some military applications. The size of
sensor node may vary and costs according to their
complexity.
One of the important resources of WSN is the energy
which determines the lifetime of nodes. WSN can be
deployed in various environments even though in remote
regions. Energy consumption of sensors should be
minimized optimally and thus nodes will be energy
efficient in order to increase the network’s lifetime. The
notable characteristics of WSN are mobility,
communication and its ability to deal with node failure.
II. RELATED WORKS
There are several approaches which are considered to
solve the problem in secure communication in WSNs [2][6]. In military applications, designing of sensor networks
are highly concentrated as security problem. This is a
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notable challenge because the topology of node changes
frequently due to node failure [2]. Node failure is mainly
because of environmental changes. Thus security is very
difficult to achieve in these networks.
In [3], transmission of information is done using
TBMA (Type-Based Multiple Access) protocol. Here,
Multiple Access Channel (MAC) is used where the
information from several sensors are transmitted
simultaneously. This leads to the consequence of
information overlapping. Even though, this scheme
reduces complexity in achieving security, but the energy
consumed across the entire network is very high due to
energy wastage.
In WSN, sensors are propagated over a certain area and
each sensor collects the information from individual
sensors and transmits it through wireless channel to
fusion centre. The fusion centre combines those
information and produce final estimation [4]. WSN
suffers from many constraints such as limited bandwidth
and range. The organization of WSN depends only upon
the arrangement of sensors and fusion centre [5].
Distributed detection in networks became one of the
troubles for designing sensor as detection problems are
static in nature.
In [6], the scenario is that there is a channel which links
sensor and fusion centre for communication purpose.
Here both PAC and MAC are considered. A significant
amount of energy is spent when sensor is ready to
transmit. This leads to high energy consumption.
III. PROPOSED SCHEME
A. Node Configuration
Sensor node is a basic node in WSN with qualities such
as mobility, transmit and receive information using some
wireless channels. These channels are responsible for
creating wireless environment. The nodes are configured
based on the fact that all the sensor nodes in the network
are able to transmit information directly to each other
nodes present in the network. The parameters namely
channel type and number of nodes is considered.
B. Channel Assignment for Transmission
Sensor nodes grouped together and form the cluster.
The node with higher energy level gathers the
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information from other neighboring nodes in network and
transmits it to fusion centre. The wireless channel plays
an important role in transmitting information. Here, the
channel considered is non-interfering parallel channels
where the information from several clusters is passed
through it without any overlapping. This is the major
reason for choosing this wireless channel. The added
advantage of this wireless channel is that it can easily
bond the sensor and fusion centre even though they are
far away from each other.
C. Proposed Channel Informed Encryption

Identification of possible routes for transmission

Selection of best routing path with minimum
number of intermediates.
Transmission done using selected path

Improved energy efficiency in network.

Information coming from sensors is encrypted before
reaching fusion centre. Here, public key cryptography is
used. This provides better secrecy in transmission. The
public key is generated for encryption and private key is
just for decryption. Thus, encryption takes place in sensor
node and encrypted information is transmitted to fusion
centre through non-interfering parallel channel. The
information from every cluster is collected and fused into
final information in the fusion centre.
Meanwhile, eavesdroppers which are unauthorized
party tries to extract encrypted information from fusion
centre. Since, it is highly secured; the attempt of
eavesdropping information gets failed. Thus fusion centre
decrypts the incoming information using private key and
starts finding the location of target. GARP (Geographic
Assisted Routing Protocol) is used to find the target
location. On using this protocol, each node in network
resolve their location and source is well-known about the
location of destination. By this, after finding the location
of target, the decrypted information is sent to it. Thus the
information is highly secured without the interference of
eavesdroppers.

Fig. 1 Steps followed in energy efficient routing
IV. RESULTS
In this section, the performance analyses are obtained
with the help of Network Simulator. The performance of
routing and energy consumption for proposed method is
compared with the existing method.
In Fig. 2, energy consumed by sensors for both
proposed and existing scheme is compared.

D. Energy Efficient Routing
On transmitting information, sensor node consumes
more energy. In order to overcome this demerit, EEBRP
(Efficient Energy Based Routing Protocol) is used. This
protocol is mainly used to reduce the energy consumed
by sensors during transmission process. Here, sensors are
propagated over an area and their information is
collected. Then, the possible efficient route for
transmitting information is identified.
The routing path is selected with less number of
intermediate nodes. Further, transmission may be done
using the selected path. By this, the energy consumed by
the sensor during transmission is gained, which results in
better energy efficiency.

Fig. 2 Comparison of energy consumption
In Fig. 3, routing performance can be analyzed in terms
of WEP for proposed and existing method.

Routing may be shown by steps in Fig. 1.
Collection of information from sensor nodes
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V. CONCLUSION
The proposed scheme has the advantage of obtaining
perfect secrecy by ignoring unauthorized centre from
target. Also by using efficient energy based routing
protocol, sensors transmit information to target through
efficient routing path that leads to better energy
efficiency. The performances are measured in terms of
WEP. The comparison for proposed scheme with
conventional TBMA scheme is shown with increasing
number of nodes. This proves that the proposed scheme
obtains perfect secrecy and less energy consumption than
conventional scheme.
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