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Abstract:-Secure Data aggregation in wireless sensor
networks (WSNs) have challenging task in Wireless
Sensor Networks. WSN have numerous nodes with
limited energy in a particular area are the major issues is
increasing the network life time. In this paper, we
propose the system monitoring modules and intrusion
detection modules in WSN. We propose an HEED
Algorithm based mechanism to detect false injected data
for the following have challenging high potential, high
packet loss rate, harsh environment, and sensing
uncertainty. HEED Algorithm to create effective local
detection mechanisms based the theoretical threshold.
We conduct experiments and simulations to evaluate
local detection mechanisms under different aggregation
functions. Our proposed technique has improved the
throughput with reduced packed drop, less number of
packet delivery ratio and also less energy consumption in
these networks. Our Technique is evaluated through NS2
Network Simulator.
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I.INTRODUCTION
Wireless Sensor Networks are used in many applications in
military, data gathering, intrusion and detection monitors a
network and so on [1]. Security design like prevention based
and detection based are factors used in wireless sensor
networks. Prevention based techniques are encryption;
authentication etc. to the wireless sensor networks cannot
apply with the limited number of resources and broadcast
medium. Detection technique is used to identify the attacks in
the WSN. There are two different kinds detection technique:
anomaly based and signature based. In this paper we will
focus the anomaly based detection technique. Most of the
WSN researches based on homogeneous and heterogeneous
network [2]. In homogeneous networks, all the sensor nodes
have the same capability and the heterogeneous network; all
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the sensor nodes may be varying capabilities in wireless
sensor networks.
II. RELATED WORK
A few protocols only consider secure in-network aggregation
based on a prevention-based scheme, in which encryption,
authentication, and key management are used. Secure data
aggregation is used to reduce the communication overhead in
wireless sensor networks. Many aggregation protocols have
been proposed to consider secure in-network aggregation
based on a prevention-based scheme, in which encryption,
authentication, and key management are used. The problem
of information aggregation was tackled in which one node is
compromised. The protocol might be vulnerable if both a
child node and its parent node are compromised. A secure
data aggregation protocols frame work was proposed for
arbitrary aggregator topologies and multiple malicious nodes
was discussed. Wagner used statistical estimation to design
more resilient aggregation schemes against malicious data
injection attacks.
III. PROPOSED SYSTEM
Secure hop-by-hop data aggregation protocol based on
principles of divide-and conquers and commit-and-attest was
then proposed. Wagner used statistical estimation to design
more resilient aggregation schemes against malicious data
injection attacks .In this paper; we have propose the
integration of system monitoring modules and intrusion
detection modules in WSNs . We propose an HEED
Algorithm based mechanism is used to find the false injected
data. HEED Algorithm is used to predict their neighbor
networks for each node to transmitted aggregated values. The
following challenges occurred in wireless sensor networks
have high potential, high packet loss rate, harsh
environment, and sensing uncertainty. We illustrate how to
use HEED to create effective local detection mechanisms
with a theoretical threshold. Overcome the Local detection
mechanism using algorithm of combining cumulative
summation and generalized likelihood ratio to increase
detection sensitivity. Our proposed local detection
approaches work together with the system monitoring
module to differentiate between malicious events and
emergency events under different aggregation functions.
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Figure 1: Block Diagram of Proposed Work
 IDM and SMM should work together to provide
intrusion detection capabilities for WSNs.
 To increase detection sensitivity, we further applied.
 Together with SMM to differentiate between
malicious events and emergency events.
 Also a number of proposed protocols aim to ensure
the secrecy and authentication of data
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Figure 2: Flow Chart of Heed Algorithm
1: Compute yk= zk − ˆx−k at time tk
2: Compute μˆ 1 = 1w_ki=k−w+1 yi when k ≥ w − 1
3: Compute SN = bσ_N i=0(yi −μ0 −v/2) = bσNi=0(yi −v/2)
4: if (SN > h) then
5: A raises an alert on B;
6: else
7: A thinks that B functions normally;
8: end if

Figure 2: Packet Drop
The numbers of valid packets are dropped in the malicious
nodes shows in the figure 2.

IV. RESULTS AND DISCUSSION
Table 1: Simulation Parameters of Anomaly Detection
The Energy Efficient Performance based secure data
transmitted using HEED Algorithm.
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detection of the given sensor nodes in wireless sensor
networks. Simulation results show that the proposed
technique has lesser amount of energy consumption which
results in increase of network life time.

Figure 3: Packet Delivery Ratio
From the Figure 3 shows that the number of packets received
for the total number of packets transmitted.
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Figure 4: Quality of Services
Figure 4 shows the Quality of Services of Normal Vs
Anomaly Detection using Heed Algorithm
V. CONCLUSION
Wireless Sensor Network has the challenge energy
consumption of nodes have higher to increase the network
life time in wireless sensor networks. The proposed
technique which considers parameters like packed drop,
packet delivery ratio, secure data transmitted, energy
consumption using HEED Algorithm to classifies anomaly
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