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Abstract— One of the well-known digraph substitution
cipher is the Playfair Cipher. It secures information
mathematically by mangling message with key. The privacy of
intended sender and receiver information is protected from
eavesdropper. However the original 5 x 5 Playfair Cipher can
support only 25 wuppercase alphabets. Here we have
implemented a new technique which includes a rectangular
matrix having 10 columns and 9 rows and six iteration steps for
encryption as well as decryption purpose. This 10 x 9
rectangular matrix includes all alphanumeric characters and
some special characters. Cryptanalysis is done to show that the
modified cipher is a strong one. Finally we have implemented
this concept with the help of MATLAB.

Index Terms—Playfair cipher, Substitution cipher, Special
characters, Cryptanalysis, Symmetric encryption.

I. INTRODUCTION

Cryptography [4] [5] is the science of using mathematics to
encrypt and decrypt data. It enables you to store sensitive
information or transmit it across insecure networks (like the
Internet) so that it cannot be read by anyone except the
intended recipient. There are various encryption techniques
in today’s world. Symmetric key cryptography [9] technique
is very useful for encryption process. In symmetric key
cryptography, sender and receiver of a message share a
single, common key that is used to encrypt and decrypt the
message. Symmetric key cryptography is also called the
private key cryptography. Playfair cipher [3] is one of the
popular symmetric encryption methods.

The first recorded description of the Playfair cipher [8] was
in a document signed by Wheatstone on 26 March 1854.
However Lord Playfair promoted the use of this cipher and
hence it is called Playfair Cipher. It was used by the British in
the Second Boer War and in World War I. It was also used by
the Australians and Germans during World War II. Playfair
is reasonably easy to use and was used to handle important
but non-critical secrets. By the time the enemy cryptanalysts
could break the message, the information would be useless to
them. Between February 1941 and September 1945 the
Government of New Zealand used it for communication
between New Zealand, the Chatham Islands and the
Pacific Islands.

The organization of the paper can be summarized as: The
existing playfair algorithm using 5 x 5 matrix explained in
Section-II. Limitations of existing playfair cipher discussed
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in Section-III, Extended 10 by 9 playfair cipher algorithm
explained in Section-IV. Experimental results are shown in
Section-V. Future works are discussed in Section-VI.
Conclusions are explained in Section-VII.

II. EXISTING PLAYFAIR ALGORITHM USING 5 X 5 MATRIX

The traditional Playfair cipher uses 25 uppercase
alphabets. A secret keyword is chosen and the 5 x 5
matrix is built up by placing the keyword without any
duplication of letters from left to right and from top to bottom.
The other letters of the alphabet are then placed in the matrix.
For example if we choose “PLAYFAIREXAMPLE” as the
secret keyword the matrix is given in Table 1.

P|(L|A|Y|F
1 | R | E | X | M
B D |G| H
K [ N|] o] Q] s
T | U |V |W/| z | Tablel

In this algorithm, the letters I & J are counted as one
character. It is seen that the rules of encryption applies a
pair of plaintext characters. So, it needs always even
number of characters in plaintext message. In case, the
message counts odd number of characters a spare letter X
is added at the end of the plaintext message. Further
repeating plaintext letters in the same pair are
separated with a filler letter, such as X, so that the words
COMMUNICATE would be treated as CO MX MU NI
CA TE.

Rules:

a. Plain text letters that fall in the same row of the matrix
are replaced by the letter to the right, with the first element
of the row circularly following the last. For example RE is
encrypted as EX.

b. Plain text letters that fall in the same column are
replaced by the letter beneath, with the top element of the
row circularly following in the last. For example, RC is
encrypted as CN.

c. Otherwise, each plaintext letter is replaced by the letter
that lies in its own row and the column occupied by the
other plaintext letter. Thus, OH becomes SD, and FD
becomes AH.
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III. LIMITATIONS OF EXISTING PLAYFAIR CIPHER

The main drawback of the traditional Playfair cipher is
that the plain text can consist of 25 uppercase letters
only. One letter has to be omitted and cannot be
reconstructed after decryption. Also lowercase letters, white
space, numbers and other printable characters cannot be
handled by the traditional cipher. This means that complete
sentences cannot be handled by this cipher. Space between
two words in the plaintext is not considered as one character.
A spare letter X is added when the plaintext word consists of
odd number of character. In the decryption process this X is
ignored. X is a valid character and creates confusion because
it could be a part of plaintext, so we cannot simply remove X
in decryption process.

X is used a filler letter while repeating letter falls in the same
pair are separated.

In a mono alphabetic cipher the attacker has to search in
26 letters only. Playfair cipher being a polyalphabetic cipher
the attacker has to search in 26 x 26 = 676 diagrams.
Although the frequency analysis is much more difficult
than in mono alphabetic cipher still using modern
computational techniques the attacker can decipher the
cipher text.

To overcome the drawbacks we implement a modified
cipher which uses a 10 x 9 matrix which will contain almost
all the printable characters.

IV. EXTENDED 10 X 9 PLAYFAIR CIPHER ALGORITHM

This extended play fair algorithm is based on the use of a
10 by 9 matrix of letters constructed using a keyword. The 10
x 9 matrix contains almost all the printable characters. This
includes lowercase and uppercase alphabets, punctuation
marks, numbers and special characters. The matrix is
constructed by filling in the letters, numbers or special
characters of the keyword from left to right and from top to
bottom, and the filling in the remainder of the matrix with
the remaining letters in alphabetic order and digits in
ascending order form 0 to 9 and special characters .The
upper case alphabets are placed first then the lower case
alphabets following the digits 0 to 9 can be placed next cells
of the lower case alphabet z in an ascending order. And
finally the special characters which are arranged in an order
which is shown in Tablel-6.In this we have not counted
I/J as one letter instead we are placing both I and J in two
different cells in order to avoid the ambiguity to the user at
the time of decipherment. This algorithm can allow the
plain text containing of alpha numeric values; hence the
user can easily encrypt alpha numeric values efficiently. The
plain text containing contact numbers, date of birth, house
numbers and other numerical values can be easily and
efficiently encrypted using this algorithm.

A. Assumption
Here we have used six reserved keywords: Monarchy,
Duplicate29, Nisargal987, Subho27, Eagle*& and
Shiva@#. Then we construct six 10 by 9 matrices with the
help of these six keywords. The six 10 by 9 matrices are
shown in figure 1-6.
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Keyword: Monarchy

M |o n a r c h y b d
e f g i ] k 1 m P q
s t u v w X z A B C
D E F G H I J K L N
o P Q R S T U v w [ X
Y Z 0 1 2 3 4 5 6 7
8 9 ~ , / ; “ \ |
< > C - (e
# $ % A & * ( ) _ +
Fig 1
Keyword: Duplicate29
D u P 1 i c a t e 2
9 b d f g h J k m |n
o q r s v w X y z A
B C E F G H I J K L
M [N o P Q R S T U \Y%
w X Y Z 0 1 4 5 6
7 8 ~ , / ; “ \ |
< > R ERERE
# $ % A & * ( ) _ +
Fig 2
Keyword: Nisargal987
N i s a r g 1 9 8 7
b c d e f h J k m
n o p q t u v w X y
z A B C D E F G H I
J K L M |O P Q R S T
0] A% W X Y Z 0 2 3 4
5 6 ~ , / ; “ \ |
<[> 1 Cr - e e
# $ % A & * ( ) _ +
Fig 3
Keyword: Subho27
S u b h 0 2 7 a c d
e f g i j k 1 m n p
q r S t v w X y z A
B C D E F G H I J K
L M [N O P Q R T U \Y
W X Y zZ 0 1 3 4 5 6
8 9 ~ , / ; “ \ |
<[> | C - = e
# $ % A & * ( ) _ +
Fig 4
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Keyword: Eagle*&
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Keyword: Shiva@#
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B. Algorithm

ISSN:

First we take input message which is user defined.

If any space or punctuations occurs, then it should be

automatically removed from the input message.

After that we check any double occurrence, and then

add “X” automatically in between these two

characters.

After removing the unwanted space we get a modified

message that is called the digraph message.

Next we encrypt this digraph message with the

Keyword “Monarchy”.

After that corresponding five iteration steps

introduced with five different keywords:

“Duplicate29”, “Nisargal987”, “Subho27”,

“Eagle*&” and “Shiva@#”.

During encryption process if any two character
occurs

same row or same column and any one of the

character occurs at the last column(for same row

character) or at the last row(for same column

character) then in the encrypted message they

becomes first column character(for same row

character) or first row character(for same column

character).

Next we decrypt the last encrypted message with

keyword “Shiva@#” and repeat the same decryption

process five times with five different keywords:

“Eagle*&”, “Subho27”, “Nisargal987”,

“Duplicate29” and “Monarchy”.

During decryption process if any two character occurs
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occurs same row or same column and any one of the
character occurs at the first column(for same row
character) or at the first row(for same column
character) then in the encrypted message they
becomes last column character(for same row
character) or last row character(for same column
character).

o From the last stage of the decrypted message we get a
message which is same as diagraph message.

e This message devoid of space but may include several
capital “X”. Some of which may be unnecessary
because they are inserted between two same
occurrence character or may be inserted at the end of
the message to make the message alphabet count
even. Some of which may be with the original
message. So we have to take only the necessary
capital “X” and to discard the unnecessary capital
X7,

e To make the above condition happen we scan the last
decrypted message from left to right. If any capital
“X” occurs we check the right most and left most
character of this “X” if this two character found same
we discard the corresponding “X”. If “X” occurs at
the last of the string we also have to discard this “X”
to recover the original message. For any other
condition we have to include the “X” with the
original message.

e After removing the unnecessary capital “X” we get
our original message.

C. Cryptanalysis
The various types of cryptanalytic attacks are as
follows.
1. Brute force attack
2. Cipher text only attack
3. Chosen plaintext/cipher text attack

1. Brute force attack

The size of the key domain is 90! (Factorial 90).
Thus brute force attack will be very difficult for the
modified Playfair cipher.

2. Cipher text only attack

The frequencies of digrams are preserved in the
cipher text (to some extent). The cryptanalyst can
launch a cipher-text only attack. However the
number of digrams to be searched would be

90 x 90 = 8100.

3. Chosen plaintext/cipher text attack
Obtaining the key is relatively straightforward if
both plaintext and cipher text are known.

V. EXPERIMENTAL RESULTS

In this thesis for implementation of techniques MATLAB
7.0.2 version is used. MATLAB® is a high-performance
language for technical computing.

In our experiment we have used six different keywords and
with the help of this six keywords we have encrypt and
decrypt the text messages successfully.

Here we include two figures. The original text message with
its encrypted six versions is shown clearly in the figure 7
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while in the figure 8 the six corresponding decrypted
messages with the last original recovered text message is
shown below.

Original text message with its encrypted six versions

File Edit Debug Desktop Window Help

(1) Mew to MATLAB? Watch this Video, see Demgs, or read Getting Started.
Enter the Message :: Subhajit33 Hisarga22? *&"%

Rl =

Subhajit3kiNisarga2kaXa~e %X

enM=gl =

CwdyrifvTTTIevreinT57536%6+0

enkzg? =

Evkrvpgs"M:Bizwp2g M: MO [ (F&V

enMagi =

Owfowela, R~FHAXGZY, Q,0:1) (5Y

enMsgd =

1Gz>xr42;0.0VayrX, /O/0/3_) 3K

enMags =

DHu\yﬁESEUBIHﬁzal?ETBTIf+_EG

enMage =

fx 2Fq?ztil4;N/DVeALX, /N/N) } 1 +a]

Fig 7
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Six decrypted text messages with original received
message

File Edit Debug Desktep Window Help

(3) New to MATLAB? Watch this Video, see Demos or read Getting Started.

deMzgl =

0Hu\ys538U8INAzs1T8TET}/+ @0

deMsg2 =

16ryxr42;0.0VsyrX, /0/0/3_) 5%

deMsgl =

Quigwgla, R~FNAxqZ9,0Q,0:1) (§Y

deMzgd =

Bvkrvpgs"M;Bizwpdg;M; MO ([ (*&V

deMags =

CwdyrifvTTTIevrcinTST7536%&+0

deMsge =

Subhajit3¥3NisargalXa¥2=s"3x

orgmag =

Subhajit33Nisargal?2*z™3%

Fig 8
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VI. FUTURE WORKS

This extended play fair algorithm is based on the use of six
10 x 9 matrices which include all uppercase and lowercase
letters, numeric digits from 0 to 9 and 28 selected special
characters. We can extend this concept by using 18 x 12
matrix which includes 154 special characters along with all
alpha numeric characters. Finally, we can make this 18 x 12
matrix concept stronger by using several iteration steps.

VII. CONCLUSION

In this paper we have analyzed the merits and demerits of the
original playfair cipher. Then we discussed the modified
playfair cipher using 10 x 9 matrix. In this matrix we have
used all alphanumeric characters as well as some special
characters. In this modified playfair cipher six different keys
and six iteration steps used to make the encrypted message
stronger than the traditional playfair cipher. Finally this
concept we have implemented using MATLAB.
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