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Abstract— In an internet routers packet classification is one
of the challenging factors, which involve a multi-dimensional,
search that to be performed ad wire speed. Routers classify
packets based on which flow they belong to and to determine
what service they should provide or receive. This paper
describes various packet classification algorithms and proposes
a new efficient packet classification algorithm using priority
trie approach. This algorithm improves the router
performance in terms of search speed and memory size.
Index Terms— Trie-based algorithm, Tuple space based
algorithm, Cutting based algorithm.

I. INTRODUCTION
In general router provides the best-effort service to all
incoming packets. Advanced routers can use packet
classification to support higher level functions such as QoS,
access control. As an essential prior condition, packets need
to be classified into multiple flows from the packet header
field compared with predefined rules in rule set. The rule for
packet classification consists of a set of fields such as source
address, destination address and so on. Each rule in a
classification table has a priority which is defined by multiple
fields. In a given incoming packets are compared with worth
corresponding rule fields and there may be a possibility of
multiple rules can match to an incoming packet. The highest
priority rule is selected among the matching rules. Most of
the previous packet classification algorithms have a trade-off
between the required memory size and searching speed. The
searching speed is measured by the number of memory
accesses since memory access is the most time consuming
function in the searching procedure.
Ternary Content Addressable Memory (TCAM) has been
widely used in commercial routers. It provides very good
search performance [2].However TCAM consumes a lot of
power and larger memory space than original memory. To
reduce the power consumption and to improve the
throughput by make use of large classifiers implementation
in TCAM which is impractical.
The basic trie-based algorithms use a source IP prefix and
destination IP prefix to build tries .A hierarchical trie(H-trie)
[3] constructs the first trie using the source prefix field and
each node of the trie hierarchically connects to the second trie
constructed with the destination field rules with the same
source field ,so that both source and destination fields are
searched simultaneously. In H-trie searching for matching
Manuscript received Jan, 2014.
Vijayalalitha A, Department of Computer Science and Engineering, Sri
Vidya College of Engineering and Technology, Virudhunagar, India, +91
9786311795.
Dharmaraj R, Research Scholar, M.S.University, Tirunelveli, India.

ISSN: 2278 – 1323

rules has to be continued until leaf of the trie is visited. Packet
classification speed can be evaluated by the number of
memory access. Hierarchical approach is very effective and
providing high speed search performance, but existing
hierarchical approach has two problems: back-tracking and
empty internal nodes. Set-pruning [3] is used to overcome the
above problem and to improve the search time of H-trie by
coping all possible matching rules in the ancestor nodes are
copied into the leaves. It improves the search time but it
requires huge amount of memory. The grid-of-trie [4]
overcomes the disadvantages of rule duplication by
pre-computing best matching rules of each node and storing
switch pointer of each nodes.
The HiCuts (hierarchical intelligent cuttings) [5] and
HyperCuts[6] algorithms partition a multi-dimensional
search space based on heuristics that exploit the structure of
classifiers. The decision tree is constructed based on its depth
and degree of the node. Local search decision to be made at
each node is determined in a pre-processing step based on the
structure of the classifier. In decision tree each leaf node
includes a pre-determined small number of rules that can be
searched linearly. The cutting algorithms have some issues
that the search speed is highly depended on the
characteristics of the classifiers and excessive pre processing
time may be required. In this paper propose a new approach
called Priority Trie (PT) is employed to perform match in
entire rule fields in a very efficient way. The PT is
constructed based on the destination prefix fields of rules.
.
II. RELATED WORK
In this section, we discuss related work on trie-based
algorithm and cutting based algorithm.
A. Trie-based algorithms
Hierarchical trie (H-Trie) [3], [4] first builds a source
prefix trie and each prefix node of the source trie
hierarchically connects to a destination prefix trie with the
same source prefix field. For a given input packet the search
is performed in the source prefix trie first. If there is a match
with the source prefix, then the search control moves to the
corresponding destination prefix trie. If there is match in the
destination trie, the rule number is stored and the search is
further needed then continued from the node of the source
trie from where it traversed to the destination trie. The search
is continued until there are no match nodes to proceed in the
source trie. H-trie has some empty internal nodes which are
not associated with a prefix or a rule. While searching, all the
destination trie connected to every matched node of the
source trie should be visited in order to determine the
highest-priority rule, and this kind of search procedure is
called back-tracking. The back-tracking causes the excessive
number of memory accesses. The search complexity depends
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on the number of destination tries visited, and the memory
requirement depends on the number of nodes. The H-trie
includes many empty nodes in the path to prefix node (or a
rule node). The empty nodes waste memory space as well as
degrade the search performance by causing unnecessary
memory accesses.
B. Cutting based algorithms
Cutting based algorithms partitioning a search space into
multi-dimensional space composed of each rule field based
on the heuristics of rules in a given rule set, and each
partitioned space is mapped to a node of a decision tree. For
constructing the decision tree, HiCuts uses a local optimized
decision at each node in determining the dimension (or field)
of the cuts and the number of cuts to be made in the chosen
dimension [5]. The criterion is to balance the storage
requirement and search speed. While HiCuts algorithm only
considers one field at a time in selecting the dimension of
cuts, HyperCuts [6] algorithm considers multiple fields at a
time. In selecting the dimension of cuts, the ratio of the
number of distinct elements to the total number of possible
values representing the dimension is considered. When
compared with HiCuts decision tree, the decision tree of
HyperCuts has smaller depth, as multiple fields are used at
the same time in a single node, and thus, the search speed is
improved. However, the number of entries is more in
HyperCuts, due to the generation of many unnecessary
entries.
C. Tuple space based algorithms
In tuple space algorithm [3], each rule in the rule set is
specified as a pair of prefixes. The lengths of the prefix pair
in the rule is defined as tuple and denoted as (i, j), where „i‟ is
the length of the source prefix and „j‟ is the length of the
destination prefix. A packet arriving at a link is queried with
all the non-empty tuple spaces by extracting „i‟ bits from
source IP address and „j‟ bits from destination IP address.

A. Building PT
The Priority Trie(PT) can be constructed based on its
destination prefixes from its rule set. The destination prefixes
with its priorities are used to determine the path of the trie.
Initially, first rule and its priority and the complete
information about rule is inserted at the root node. If new
entry is added, it has highest priority than rule at root node; it
replaces the root node information. Rule at root node finds its
new position with the help of its destination prefix value, if it
starts with „0‟ then create a new node is insertes at left or if its
„1‟ then inserted at right of the root node relevant rule
number also stored in a new node.
On inserting a new rule into the trie, if the destination
prefix reaches its own position even if the node had a highest
priority than rules are already in a trie, that rule has to be
replaced. If a single node has more than one matched rules,
that rules are connected by a linked list with its decreasing
priority order .Example rule set shown in table I and the
corresponding priority trie, which is constructed based on its
destination prefix filed, is shown in fig 1. From the fig 1,
entire rule fields are stored in each node of priority trie,
which are represented in the form of „rule number (source
prefix, destination prefix). Dark nodes are original nodes and
white nodes are priority nodes. An empty internal nodes are
replaced by highest priority rule belonging to the sub-trie, is
rooted by that empty internal node. Rules are relocated at the
same level or the highest level than its original destination
prefix length.
B. Searching in PT
The searching procedure in Pt is basically same as the
search in binary trie. Search procedure starting from
sequential inspection of destination address bits.
Table I: Example rule set

III. PRIORITY TRIE (PT)
Most of trie based packet classification algorithm has
many empty internal nodes which waste memory spaces and
increases the number of memory access. In priority trie (PT),
a given input first compared with the shortest prefix of the
rules and even if a match was found, corresponding rule
number stored in that node and the search needs to be
continued until there is no match or a leaf is visited. There
may be a possibility for highest priority rule match found at a
lower level of trie. Our proposed priority trie construct a tree
for destination prefix fields based on its priority. We can
relocate the highest priority rules; relocated rule is termed as
priority rule stored is its highest priority level instead of its
original level. PT constructed based on the destination prefix
field associated with the information about entire rule fields.
On searching a match node is determined if it has matching
prefix with the source and destination prefix value or
matching with all fields in the corresponding rules. If match
found, then searching process is immediately finished
without searching complete trie. This property effectively
improves the search performance.
ISSN: 2278 – 1323

Rule
Number
R0
R1
R2
R3
R4
R5
R6
R7
R8
R9
R10

Source
Prefix
010*
00*
*
*
1*
1101*
*
*
111*
010*
111*

Destination
Prefix
10*
01*
10*
01*
1*
001*
11*
001*
01*
10*
*
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Fig.1. Priority Trie (PT) structure for packet classification.

If there is a match with all fields in a node then
corresponding priority number is stored. Search will be
finished in case, if a match with its priority rule or reach a
leaf, it will always finished with the leaf of trie. For example,
assume a given input packet (001011, 011000), then 011000
is taken as an input for search. At a root node input does not
matched. Since the first bit of input to be taken, is „0‟ then
searching traverse to the left child of root node. The input is
compared with R1 and match with the rule to input packet to
be found. Hence currently R1 is considered as the current best
match. Then search moves to the right child hence second bit
is 1. Since the stored rule R3 and R8 does not match with the
input packet and R3 matched with input but it does not have
higher priority than the current best match. Now the search is
over because it reaches the leaf and the best matched rule of
given input is R1. If more than one rule has the same prefix
field, those rules are linearly stored in the same node, and
linearly searched with the input packet fields.
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IV. CONCLUSION
A novel framework for packet classification is proposed in
this paper. We present the priority trie algorithm including
build process, search process. Compared with previous
algorithm, the highest priority rule that is included in the
search trie is compared first. In this way, empty nodes are
completely removed and hence the required memory size and
search space is improved. Hence, the priority trie for packet
classification algorithm improves the router performance.
V. FUTURE WORK
While considering an effective classification of packet in
router to be considered and priority based algorithm mainly
based on rules priority from rule set. After completing that
process signature added to each prioritized packets.
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