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Abstract-Among the emerging technologies, cloud
computing provides a flexible, on-demand computing
infrastructure for a number of applications. Cloud
computing is about moving computing from the single
desktop pc/data centres to internet. In cloud
computing, user’s data can be put it in the cloud
storage and it can be access from the cloud, by the
users whenever and wherever they needed. The major
feature of the cloud is that user’s data are processed
in remote machines, which are unknown to the data
owners. Here the security problems are raised. Users
fear about their data control, so that they needed to
account their data, which are stored in cloud. It can
provide accountability for cloud data by using a
framework called Cloud Information Accountability
(CIA). Here it uses Java Archives (JAR) files for
automatically log the usage of user’s data. To
strengthen user’s control, it can provide distributed
auditing mechanism and also can provide
authentication of JAR, it allows the developer to
develop powerful application even after they modify
the code and the code of the copied code by the
attacker.

Accountability is likely to become a core concept in
cloud that increase the trust in cloud computing. It helps
to trace the user’s data, protecting sensitive and
confidential information, enhancing user’s trust in cloud
computing.
II. ESSENTIAL CHARACTERISTICS
a.

On-demand service-consumers can use
web services to access computing
resources
on-demand
as
needed
automatically
b. Broad network access-can access
Services from any internet connected
device
c. Resource Pooling-customers can share a
pool of computing resources with other
customers
d. Rapid Elasticity-enables
computing
resources or user account to be rapidly and
elastically provisioned
e. Measured Service-control and optimize
services based on metering and
automatically monitor the resources

Index Terms- Accountability; Cloud Security; Data
Sharing, JAR File
I. INTRODUCTION

III. SERVICE MODELS

Cloud Computing is a subscription-based service
where you can obtain networked storage space and
computer resources. In cloud computing model
customers plug into the cloud to access IT
resources which are priced and provided ondemand services. This cloud model composed of
five essential characteristics, three service models
and four deployment models. Users can store their
data in cloud and there is a lot of personal
information and potentially secure data that people
store on their computers, and this information is
now being transferred to the cloud. Here we must
ensure the security of user’s data, which is in cloud.
Users prefer only the cloud which can be trusted. In
order to increase the trust in cloud storage, the
concept of accountability can be used.

Fig 1: Cloud Services
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ii.

Software as a service (SaaS): The
capacity provided to the consumer is to
use the provider’s applications running
on a cloud infrastructure. The application
is accessible from client devices through
web browser
Platform as a service (PaaS): The
capability provided to the consumer is to
deploy onto the cloud infrastructure
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consumer created or acquired application created
using programming language and tools supported
by the provider
Infrastructure as a service (IaaS): The capability
provided to the consumer is to provision processing,
storage,
network and
other
fundamental
computing
resources where the consumer is able to deploy and
run arbitrary software, which can
include
operating system and application

iii.

accountability use detective controls. Detective
controls for the cloud include auditing, tracking,
reporting and monitoring. Accountability in cloud
focuses on keeping the data usage transparent and
track able.

IV.DEPOLYMENT MODELS
a.

Public Clouds: Public cloud computing services
are provided off-premise to the general public
and
the
computing
resources
are shared with the provider’s other customers.
b. Community Clouds: Cloud infrastructure shared by
several organisation that have shared concern,
managed by organisation or third party.
c. Private Clouds: Cloud infrastructure for single
organisation only, may be managed by the
organisation or third party, on or off premise.
d. Hybrid Clouds: It use public clouds for general
computing while customer data is
kept within a private cloud.

VII. RELATED WORKS
i. DATA STORAGE
CLOUD

SECURITY

IN

In cloud data storage, user’s data are
stored in cloud. There third party
maintains everything from running the
cloud to storing data. Outsourcing of data
into the cloud reduces the cost and
complexity of long term large scale
data storage, but it does not offer
guarantee on data integrity and
availability[10]. So that here proposed a
trusted computing environment that
provides secure cross platform. It includes
the security services authentication,
encryption
and
decryption
and
compression.

V. CLOUD SECURITY
Cloud stores mass amount of user’s data, there is a
critical need to be secured that data. The owner of
the data does not aware about where their data is
stored and they do not have control of where data is
placed. Here it explores the security challenges in
cloud. Some of the security risks include secure
data transfer, secure software interface, secure stored
data, user access control, data separation. To
promote privacy and security concern of end users
accountability mechanism is used. Here the basic
concept is that user’s private data are sent to the
cloud in an encrypted form, and then with the
encrypted data processing is carried out.
VI.

ACCOUNTABILITY

IN

CLOUD

Accountability become a core concept in cloud that
helps to increase trust in cloud computing. The
term Accountability[1] refers to a narrow and
imprecise requirement that met by reporting and
auditing mechanisms. Accountability is
the
agreement to act as a responsible proctor of the
personal information
of others, to take
responsibility for protection and appropriate use of
that information beyond legal requirements, and to
be accountable for misuse of that information.
Prospective accountability use preventive controls.
Preventive controls for the cloud include risk
analysis and decision support tools, policy
enforcement,
trust
assessment,
obfuscation
techniques, identity management. Retrospective

Fig 2: Architecture of cloud data
storage
The network consists of three backup sites
that can be useful for recovery after disaster.
Backup site placed at remote location from
the main server. During backup sites the
encrypted files are created and data are
compressed. And the data will be decrypted
during recovery operation. In cloud must
ensure authentication for data for security.
ii. DATA SECURITY IN CLOUD
COMPUTING WITH ELLIPTIC CURVE
CRYPTOGRAPHY
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In cloud, the stored data must be secured.
There are many security risks that include data
location, data segregation, and recovery etc. Cloud
data are usually transferring between cloud storage
and users. The user doesn’t know the exact location
where the data are storing. Here authentication and
encryption can be provided to the data with elliptic
curve cryptography[5]. Authentication is needed
when sending data from one cloud to other. To
provide message authentication digital signature is
used. Elliptic curve cryptography can provide
confidentiality and authentication of data between
clouds.
iii.

In cloud storage there is no assurance for
security of data. Customers prefer only cloud
storage which can be trust. Here it introduced user
rights for user agreement that can ensure trust in
cloud storage, so that it can avoid cluster
authentication method. For auditing purpose Third
Party Auditor (TPA) is used[7]. Security can be
provided by using encrypting the password and
also can hack the entrusted users IP address and
TPA stores the IP in restricted IP table.

ACCESS CONTROL BASED
SECURITY IN CLOUD

Cloud storage has several merits over
traditional data storage. Cloud storage can able to
get access from any location that has internet
access. While storing data in cloud there is a
possibility for leakage of data loss. Here hybrid
cloud infrastructure is used with cryptographic
approach [2]. In this, confidential data are
encrypted and uploaded on cloud from client. It can
provide an encryption solution to protect files and
allow users to view and edit the encrypted file
stored in cloud[4].

Fig 4: Architecture of proposed cloud storage
In cluster group tag authentication, same amount
should be paid for even limited usage. Here in the
proposed system client need to pay for they use.
It can allow increasing the speed of the data
transmission and trust in cloud and also can
reducing expense.
v.

Fig 3: Design of hybrid cloud infrastructure
Here public cloud acts as a storage cloud. For this it
use Drop box that can provide a cloud based
service. Private cloud is used for the authentication,
key management and access control.

SECURE ROLE BASED
DATA ACCESS CONTROL IN
CLOUD

To be kept cloud as secure here
cryptographic techniques are used. By using these
techniques secure, scalable and fine grained
access control on outsourced data can be
achieved. Cryptographic techniques included are
Key Policy Attribute-Based Encryption (KPABE), Proxy Re- Encryption (PRE) and Lazy Re
encryption[6]. KP- ABE can enforce access
control and it can protect data encryption key of
data file. PRE combines with KP-ABE and then
enable data owner to delegate the computation
operation to cloud server without relieving the file
contents. Lazy re encryption techniques is used
for reducing the computation overhead on cloud
server and also to aggregate multiple secret key
file re encryption into one.

iv.A FRAMEWORK FOR
ACCOUNTABILITY TRUST IN
CLOUD

vi.

DISTRIBUTE ACCOUNTABILITY
FOR DATA SHARING IN CLOUD
As the data owners are unaware of
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the location where their data are stored, they want
to keep track their data for knowing whether data
is secure or not. Here a framework is used know
as Cloud Information Accountability (CIA). It
can provide end to end accountability in
distributed fashion and also it combines with
access control,usage control and authentication.
For auditing two modes are included. Push mode
refers to logs being periodically sent to the data
owners. Pull mode refers to logs that can retrieve
by the user.

Fig 5: CIA frame
work
Here Java Archives (JAR) files are used for
automatically log the usage of the user data.
JAR file includes user’s data and their policies
such as access control policies and logging
policies. By using this framework it helps to
increase the trustiness of cloud.

attacker may assume that allow accessing the
data in the JAR file without being noticed by the
data owner. such attacks will be detected by our
auditing mechanism. But it does not enable the
data owner to audit even those copies of its
data that were made without his knowledge.
IX. PROPOSED SYSTEM
Generally many security schemes have
been implemented to address the security issues.
This is based on the restricted access to all
portable applications to a system of authentication
in which different levels of permission will be
given based on whether the application can be
authenticated as having come from the trusted
source. In existing scheme they have used X.509
certificate to denote the authentication instead
here implementing the signed Application
Descriptor File (ADF) which is used to
authenticate a portable application code.
This allows the developer to develop
powerful applications even they can modify the
code and audit the code of the copied code by the
attacker because the application have more
access to the computer resources of the client
machine. This work is relates in
general to
portable code transfer, such as java technology,
and more particularly to provide security and
authentication of portable code for use by mobile
device or other computing devices relatively
limited computing resources and limited
communication bandwidth.

VIII. EXISTING
SYSTEM
Cloud storage must be handling with
full care of security. Cloud security can include
access control, usage control and authentication.
Considering the above related works cloud
security can be provided by using many methods.
Among that the most efficient mechanism is
providing accountability for cloud data. By
using CIA framework it trace the control of data
by the data owner. Here the user, who subscribed
to a certain cloud service, usually needs to send
his data as well associated access control policies
to the service provider after the data are received
by the cloud service provider, the service
provider will have granted access right, such as
read, write and copy on the data.
Using conventional access control
mechanisms, once the access right are granted,
the data will be fully available at the service
provider. In order to track the actual usage of
the data, logging and auditing technique is
developed. The most intuitive attack is that
the attacker copies entire JAR files. The

X.CONCLUSION
In cloud computing, we can ensure the
trustiness of cloud by using accountability. CIA
can provide access and usage control with
authentication. Accountability is used for
tacking the data that means tracing the control of
data. We can use JAR files that contain user’s
data and their policies.
JAR file can be authenticated; so that it
allows the developer to develop more powerful
applications even modify the code and audit the
code of the copied code by the attacker. It
includes advantages are can able to distribute
applications to many different mobile devices,
information gathering capabilities is high and
portability.
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